QU o RS- [ 1 K
(0 268 Swis3 (N)

oo O 1 U3 51 g (N y90lo (SSiutlg ©S 58 Sl

(CyGraph 151 L s e Cuiol Cundg 51 25T 89550 13 09 ,Li5)

onad S 4il 4!
olaad o yelan

8 widwi




oo o yod

Cundg jl (2B chyyas ©

CyGraph il e ©

Sty €83 3] gl RISKMAP g5gluce -
Siwaly ©E 3 s5lenl e 5 8065 Sl -
CMIA ;) e -

Moo (2 SlB QL5 -

CMox (b e Sl S b5 -




1] Cardg 3 ‘_;Mﬂ

255 35 e (9> (AL Bl o &5 Cal gl agpo (25T
.. 9 NEUIr0OSCIENCE . _wliisly, jomon colise pgle 4y atunly 2T pgpie ©

)l 3525 (2T porae sl (09, 5 oly (y Bly )
)13 3939 Cundg 5l 2B sspbe pad 4 5l (S e 4 0



$052)5 592w

S 55| S s
S8l 0,8y Cunsyg I 2]




2] Cardg @\fi

cumOLa}9Lé.ét.£))Jla.azpﬁot.ﬁtj).))“W)L.Q(SA)W9}‘LSQ1§""‘5)}JJ‘JJ«O ©
;i:.)))o.)uu‘).)lh ‘W9MLU’*’U‘“"9M ()9.L:.~o) Ls:l.xorb.Q‘.Q

{Comprehension) &8 « (Perception) STyl adaw dw sh)b Consyg u.alf] iy ya5 cpl ol ©
.Cul (Projection) e b oo i

Dpdw‘w‘wﬂ.ﬂmulsuo)ﬁdgwlowdd‘)‘wa)‘@l.{‘)‘ 9&&0&)1&)0

«leMb| ‘)_:) f.)9_w (s [nbu‘ R ).3,: L5)“5 NSV W_Y) cJ.wl.g VIR D9>9 (& ke %09 )l Ls.tblf‘
b (52 29 65 e Sl U8 i 5 S



31CyGraph ,l

L;\fl_g > (D )sz )9 l.m)l)‘.ﬂ U"‘ )‘ o3 lawl Al &S b)‘b d9>g L,uqu‘ J.J.>u L5‘)'f u“"lm LSL“’)‘}%‘ ©
Cowl (6ol Cuel Cardg jl Canyd o & olows pae g CleMb

o= e MITRE 8,5 5 o 51 e 3 GeOIrge Mason ol5isls 5> Steven Noel b
Bl S g 00503 dbul ) gyl cutel Cansg 5l odel Cunds SleMb] slesl g Jlog (gl ool b atsly
sl cldd jaseis lp oledMbl s 5l o ue zols b S sbol 1y sdel Cavts SleMb! 5l fols



3] CyGraph,lsl il auly

Saosebe Ssbl 5 g mle K L by

U N N




[3] CyGraph ,lul g loxe

S el

KRR

sele Sl

QJJS &L—élﬂ‘)b

ol oJ’.;JLoJS J..Lol

o
\NE & & 9
¥ e
1 2 4 55
¥y B ki
\ | 7 o R
i s >
“ // -j
. / LA -
- o
Y S
g 7
~ - >
= —

05,5 L

035 ks 09 S




3] CyGraph ,» saliw! 3,90 831> pobie 51 gl diges
Vulnerabilities inf:I;tt‘:v:c:tre
Topology} TVA/Cauldron < .
Firewall rules Security
posture \

Cyber

threats ‘

Splunk

ArcSight

Wireshark

National Vulnerability Database (NVD)

Structured Treat Information eXpression (STIX)

Common Attack Pattern Enumeration and Classification (CAPEC)

Crown Jewels Analysis (CJA

Cyber Command System (CyCS) } de “gl:sleonncies
Cyber Mission Impact Assessment (CMIA) P




[4] (Sawlg €& 33 ! ¢l RISKMAP ¢3¢l 0%
Sy 2Uj)l 9 (Crown Jewels) sls e ol ololis ¢y g5olaie

Sy Jdo 9 )5 g S Jao 1o g0 51 8405
(Caygole Jdo) YIS g S Jdo
s o (oms Casod] b) esiygele Blaal lolis ©

Claal 4y by od Coodl U5l s L ygele Blual 4y cuslSS ( Slles by ololis ©

L;:L.LQ.C uulbgcb > - ‘u.w.u Q.M‘ Ls"l"))‘ cu.mwuw» 6"9" @L.«)L.w
LS""‘“"‘“" @‘9., L > - ‘Ls"'“‘"’ u.».o.tb‘ Ls"l"))‘ ch).vL» L;Lb Ls"‘)b @L»L.w

o o) la ol Sy (655 o5l da ol slo oy ool 5 Slinnes b)) s ymlo slo 2L plolis €

o



4] WS Jlgw Sy 4 el

*

Mission Q O Q

Objectives

How do failures here . . . translate into impacts here?
Cyber OO OO oo oooooooooe
Assets



[4] ,5 9 conS Jowo 3l
9 390l Alad] a8 yluiiy by o lwlid —)

Mission
Objectives

Operational O Q Q O

Tasks

Cyber OO OO OO OO OO OOOOOOOOO O Oooco
Assets



[4] )ls 9 S Jow !
;6.1\59 IS &W...“ 5 O @‘93 ug‘l.wbu» -y

Mission ap .\.
Objectives /’ \‘
Operationa OO -- O
Tasks , " (‘ ‘ "‘\‘
P2

/ "
System COOCOCOOCOOOOOCT
Functions
Cyber e lelelelelelelelelelelelelelelele oo el e
Assets



[4] 45 9 cunsS Jobo 3!
(s Q3195 BS” (ylwinly (g (115 (oo Lwlins -V




Mission

4] W 4 OleMb! 5,9l zoa

Objectives

Operational
Tasks

System Functions (SF) &
Task dependencies come
from operators & engineers

System
Functions

Cyber Assets (CA) &
System Function
dependencies come
from engineers

§
!

Cyber
Assets

-----f--

Mission Objectives (MO)
el NS
managers \‘s..

Operational Tasks (OT) &
Mission dependencies
come from managers &
operators

o O

Combined model grows
from a senes of on-site
interviews with
organizational &
technical Subject Matter
Experts (SMEs).
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SCALE:
1 =Row is EQUALLY IMPORTANT to Column
2 =Row is SLIGHTLY MORE IMPORTANT than Column g E
= [
4 = Row 1s SIGNIFICANTLY MORE IMPORTANT than Column % % E
o £ oy
o &
8 = Row is FAR MORE IMPORTANT than Column ﬁ 5 E 3 Normalized
: = > > E Relative
(Use reciprocals for LESS IMPORTANT cases) % % {-% & Sums  Weights
Stay safe 1 1251 1.75 2 6.000 0.348
Stay profitable 0.8 1 14 1.6 | 4.800 0.279
Stay in compliance 0571107141 1 1.1 3429 0.199
Supply customers well 05 |0625]0875] 1 3.000 0.174
Total == | 17.229 1.000
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TABIETI FOUNDATION ONTOLOGY: PROPERTIES

TABLEI FOUNDATION ONTOLOGY: RESOURCES
Property Relates
R_Em !‘“TE — Type : Description HasSubOrgamzationalUnat OrganizationalUnit-——Organmizational Unat
OrgamzationalUmt | User i;gim“?ﬂ of Uﬁlif_ r::tlated TESOUICEs. 1sSubOrganizationalUnitOf OrganizationalUnit-—=OrganizationalUnit
ganizationalUmit can contain —— :
other ‘51‘g irationalUnits hasMember OrgamzationalUmit-=Person
Pereon Ueer A single b resonree ishiemberOf Person-— OrganizationalUmnat
Account User A single identity on a cyber resource has f-";:clc:unr - ie;r&au—-?ﬁ;cmmt
. T X X t t-== :
MissionElement Mission A single tasking element E!CC;]U.IIS E;ﬂiﬁ o M 1 c-:-u:: I'-.Sﬁf]rLEl ,
CapabilityInstance | Capability A single instance of the ability to : HE uo-as _55% snen — _55%':!
execute a specific action 155ubTaskOf MissionElement-=MissionElement
CapabilityType Capability A classification of abilities to perform precedesTask MissionElement-—MissionElement
an action postcedesTask MissionElement-=MissionElement
CyberAsset Asset A non-human resource accessible from performsTask Person-=MissionElement
the network 1sPerformedBy MissionElement-=Person
Hardware Asset A physical computing device, element taskUsesCapability MissionElement-=CapabilityInstance
of a computing 'd_E“‘-'i'?E- or peripheral of capabilityUsedByTask CapabilityInstance-=MissionElement
a computing device , — — —
= : accountUsesCapabaility Account-= CapabilityInstance
Software Asset A program that perf a specific capabilityUsedBvAccount CapabilityInstance-=Account
function directly for a user or system —
— - — — usesCyberAsset CapabilityInstance-=CyberAsset
Data Asset Diastinct pieces of digital information - - — —
that have been formatted a specific way cyberAssetUsedBy CyberAsset-= CapabilityInstance
HostName Asset A label assigned to a computing device hostsIPAddress Hardware-—~IPAddress
on a network ipaddressHostedBy P Address-=Hardware
IPAddress Asset An Intemet Protocol address hostsSoftware Hardware->Software
ConnectionPoint Asset A pairing of a specific IP address and softwareHostedBy Softrware-~Hardware
Port for the purposes of communication hostsData Hardware-=Data
Port Asset A port number associated with a dataHostedBy Data-—~Hardware
communication endpoint used by the managesData Software-=Data
: Internet Protocol f’l_me datahManagedBv Data-=Software
Service Asset A software capability or process mapsTolPAddress HostName—IP Address

typically associated with a Port

mapsToHostName

TP Address-=HostName
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Example: “What is needed for the Invoicing Subtask?” [7]
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abuchana M
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Justica Mcquire
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] SubTask
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| B IPAddress

[[] ConnectionPoint

Graph rendered by Camus.




What missions does the IP address 102.168.10.30 support?[/]

Accounls_Receivable

financial data processing 192.168.10.30
payroll_192.168.10.30

192-168-10-301 Accounts_Payable
N

Payroll hr_data processing_192.168.10.30

Recruiting Mission
B Task
Human_Resources = SubTask
3enefits Capabilitylnstance
«-—
Human_Resources Elardviare

Graph rendered by Camus.
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