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= Disciplined asset and = [dentify and track intermmal = Develop a comprehensive
configuration management incidents and suspicious picture of the critical
- Routine vulnerability auditing behavior dependencies (and spec_::ﬁc
components) to operate in
» Incorporate knowledge of cyberspace

= Patch management &

5 > external threats
compliance reporting

» Understanding these critical

: = Participate in cross-industry dependencies to support

= Recognize and share SCE: - _ N
o or cross-govermment threat- mission-impact in forensic
incident awareness across : 2 : 2 2 z
- S sharing communities on analysis (after a situation);

the organization : S & 2 ol

possible indicators and triage and real-time crisis-

wamings action response (during a

situation); risk/readiness
assessments prior to task
execution (anticipating and
avoiding situations); and
informed defense planning
(preparing to mitigate the
impact of a future situation).

Evolving Needed
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NATO CDSA RFI- MITRE Solutions [10]

Table 1: MITRE Efforts by CDSA Capability

CRITs
Threat Analysis ATT&CK™
STIX™, TAXII™
Dependency & CyCS
Impact Analysis CIA
Analysis of
Alternatives (AoA) Jelbn
FACT
Emerging Solutions | CyGraph

AMICA

>~ 7 Threat

Analysis

Dependency
& Impact
Analysis

Analysis of
Alternatives




Appendix: RFl Use Case Capability Mapping

RFI Use Case MITRE Solution

JCD1 View current risks list, ordered by & Crown Jewels Analysis (ClA)
impact, showing geographic location o Cyber Command System (CyCS)
LCO3 Drill down J Roll up « Crown Jewels Analysis (ClA]
o Cyber Command System (CyCS)
JCO Hierarchical view (tailored) & Cyber Command System (CyCS)
¢ CyGraph: Big-Data Analytics for Network
Attack Mapping
IJCOS Unit and location based data security o  Cwher Command System (OyCS)
LICDE View assetl dependencies =  Crown Jewels Analysis (CIA]
&= Cyber Command System (OyCS)
LICOY View incidents aggregated by peocgraphic ¢ Cwvher Command System {OwCS)
region, with linked wviews
LCOR Generate and select from Course of = Threat Assessment and Remeaediation
Action options Analysis [TABRA)
» Federated Analysis of Cyber Threats (FACT)
OO0 Use complemeantary tool = Structured Threat Information

eXpression{STIX™) & Trusted Automated
eXchange of Indicator Information
ITAXI™)

e Cyber Command System (CywCS)

LIC10 Single authoritative data source = Cyvher Command System {CyCS)



Cyber Command System (CyCS)

LC10 ilnqi-e authoritative data source

Cyber Command Systemn (CyCS)

JC11 View interconnectivity

«a 8 a =

Cyber Command Systermn (OylS)
CyGraph: Big-Data Analytics for Network
Attack Mapping

JC1Z Wiew connections of asset

Cyher Command System (OyCS)
CyGraph: Big-Data Analytics for Network

Attack Magﬂg

LIC13 Monitor network (network oversight)

CyGraph: Big-Data Analytics for Network
Attack MaEﬂE

IJC15 Fuse data

Federated Analysis of Cyber Threats {FACT)
CyGraph: Big-Data Analytics for Network
Attack Mapping

IJC19 Collect asset dependencies [manual]

Crown Jewels Analysis (CIA]
Cyber Command System (CylS)

IJC21 Training and simulation

Analyzing Mission Impacts of Cyber
Actions [AMICA)

LIC2 3 View asset information

Cyber Command System (CyCS)

IJC24 Filter views [linked views)

Cyber Command System (Cyls)

IJC25 Monitor Specific Threat

Collaborative Research Inmto Threats
[CRITs)

Adversarial Tactics, Technigques, and
Common Enowledge (ATTECK])




RFI Use Case MITRE Solution

LC26 Visualizations o Cyber Command System (CyCS)
o CyGraph: Big-Data Analytics for Network
Attack Mapping
LIC27 Prioritize Incident ® Threat Assessment and Remediation

Analysis [TARA)
» Cyber Command System (CyCs)
» Federated Analysis of Cyber Threats (FACT)

UC29 View historical incidents by asset = Collaborative Research Into Threats
{CRITs)
UC34 Capture options and decisions #» Threat Assessment and Remediation

Analysis [TARA)
» Cyber Command System (CyCS)
& lecerated Anal!sii of gh-er Threats jF.ﬁ.-l:T]

UC3S View public data sources #» Structured Threat Information
eXpression{STIX™) & Trusted Automated
eXchange of Indicator Information
{TAKI™)

& Cyber Command System (CylSs)
# Federated Analysis of Cyber Threats (FACT)




STIX- Structured Threat Information

eXpression

drwgi BB g abl caln by SO a8 canl STIX imlos cuel dos a4 S8 6l wge bl 5 S o

Lo ol dng) 5 098 do by espmbo 0ag3 0,505k Jols STIX (glore el (gl wliagg olo )y
Couwl blate clolidl g dlas sl Gun cdlas sl (23 ld (ol sbadlas, c(TTPS)

= ,stixVocabs:IndicatorTypeVocab-1.0
e ]Exﬁlhation
) indicator:

} indicator:Type

Indicator that contains a SNORT signature.
This snort signature detects exfiltration attempts
to the 192.168.1.0/24 subnet.

| 3

indicator:Test_Mechanisms
4 indicator:Test_Mechanism
=id example:TestMechanism-5f5fde4 3-ee30-4582-afaa-238a672f70b1
= xsitype testMechSnort:SnortTestMechanismType
& Comment From http://manual.snort.org/node29. htm

j testMechSnort.Rule
‘ l I t- CDatalog udp any any -> 192.168.1.0/24 1:1024

Q ttp:Behavior
« ttp:Behavior
ttp:Attack_Patterns
ttp:Attack_Pattern
} = capec_id CAPEC-98
| Q) ttp:Description Phishing
« ttp:Behavior
« ttp:Malware
« ttp:Malware_Instance
=id N example:malware-1621d4d2-b67d-11e3-ba9e-f
} ttp:Type
= xsi:type stixVocabs:MalwareTypeVocab-1.0
®<Toxt  Remote Access Trojan
| Qttp:Name Poison Ivy Variant d1c6




TAXII- Trusted Automated eXchange of
Indicator Information
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UCO09: Use Complementary Tool

UC35: View Public Data Sources




NATO CDSA RFI- MITRE Solutions

Table 1: MITRE Efforts by CDSA Capability

CRITs
Threat Analysis ATT&CK™
STIX™, TAXII™
Dependency & CyCS
Impact Analysis CIA
Analysis of
Alternatives (AoA) Jelbn
FACT
Emerging Solutions | CyGraph

AMICA

>~ 7 Threat

Analysis

Dependency
& Impact
Analysis

Analysis of
Alternatives




CJA- Crown Jewels Analysis
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Mission

Objectives
Operational UCO1: View current risks list, ordered by impact, showing geographic location
Tasks
UCO03: Drill down / Roll up
UCO06: View asset dependencies

System ( UC19: Collect asset dependencies

Functions | - - |
Cyber

Assets




CyCS- Cyber Command System
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NATO CDSA RFI- MITRE Solutions

Table 1: MITRE Efforts by CDSA Capability

CRITs
Threat Analysis ATT&CK™
STIX™, TAXII™
Dependency & CyCS
Impact Analysis CIA
Analysis of
Alternatives (AoA) Jelbn
FACT
Emerging Solutions | CyGraph

AMICA

>~ 7 Threat

Analysis

Dependency
& Impact
Analysis

Analysis of
Alternatives
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i - Network
ulnerabilities infrastructure
Topology TVA/Cauldron 2
Firewall rules i
Splunk posture \

ArcSight
Cyber _
threats _

Wireshark
National Vulnerability Database (NVD)

-  Structured Treat Information eXpression (STIX)

Common Attack Pattern Enumeration and Classification (CAPEC)

Cyber Command System (CyCS) dependencies

NATO CDSA RFI { Crown Jewels AﬂﬂlYSiS (CJA) Miscion
Cyber Mission Impact Assessment (CMIA) S
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CAPEC- Common Attack Pattern Enumeration
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Manipulate Resources O
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Mission Impact Assessment- MIA
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CMIA- Cyber Mission Impact Assessment
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Probabilistic Mission Impact Assessment
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MATCH paths = (:Machine)-[:SRC]->
(:Alert {name:"Snort 33022"})-[:DETECTION]->
(:Exploit)-[:AGAINST]->
(:Vulnerability)-[:0N]->
(:Machine)

RETURN paths

malicous.com

CVE
2014-1244
(Quick time

<7.7.5)

Explon)



MATCH paths = (:Alert {name:"Snort 33022"})-
[ :SRC|DST|DETECTION|ON|ENABLES|AGAINST|PREPARES*]->
(:Alert {name:"Snort 1576"})

RETURN paths

CVE
2010-0557
(IBM Cognos

2014-1244
(Quicktime




MATCH paths = (:Alert {name:"Snort 1576"})-
[:DST|DETECTION|ON|ENABLES|AGAINST|PREPARES*]->()
RETURN paths

1134
(Database
frontend)

1135
(Database
backend)

2014-1608
(MantisBT <
1.2.16)

RV, Mechine(2) ] Vuinerabilty(1) )




MATCH paths = ()-[:PREPARES|ON|ENABLES|AGAINST*]->
()-[:PREPARES]->
(:Exploit)-[:DETECTION]->
(:Alert {name:"Snort 1576"})

RETURN paths

1.1.1.10 (DNS CAPEC-89
(Pharming)
A,
&S
& )
& R
&
Q
CVE CAPEC-14
2004-1754 CAPEC-142 (Cllgl!.tglde

(DNS cache
poisoning)

SN Wechine(2) X Vulnerabily(1) |
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