o oV Sy L
(019 S5 L)

3 SSLITLS S gy ool (g sy 9 (5 3lulol,
Zimbra 8 si.»gj.hg‘ o) omawjfw S 9

APA-AMIRKABIR-13950623-1........cccooccco. Socmo 0 ylou
WWAQ oo ppets VY e &b
vI- Gy o yhens
7S el U LS




Y et bbb bbb e bbb bbb bbb Sesae bbb bbb bbb doddo )
Y e s Saese R bbb b oS Lanl Cawlgsd 10 G udgs ¥
Y e R Rt e en e SSL 2leS cuai Y
Y Lacl-055 SSL 4ol 2165 cuai g adgs V-V
3 &, SSL alS cuas V-V
XY e e bbbt SSL o215 gilwipsl g guysy F
VO RC4 3l oolainl JSiwe J>  V-F
\Y OpenSSL Padding Oracle JSiw J=>  Y-¥
1A ale s Gions slo ol St J> T
" Strict Transport Security 3| Jlecay  ¥-¥
Yy SMTP ISGg, (siwiel OIS0 J>  O-F




Y Y/

”J”'Wolf.&o'é—lﬁ‘,&b,jg;}o

oS ool arino AR
(WSS b)

355 SS9 iSIl Gy (5l HOSEING 00i20 gy oS 1o Gowes S>sS sblbile ¢ bes o
Al 393 oo o olais| Mail Server Gl solal 4 >0 )Gl sy

sokie cpdy a5 go bl Gl ISSg 5l lgi oo 0uls dlols slrosly Coxal> 5 (Silo e u...ob &l
S,y Glp oyl maw 0 a5 5,50, S5 (ripee ol o p0 08 eolitul oad )b
Jolie )55 el 50 el SSLITLS S5 g 09 oo ooliciasl lbls )| cacal b 58 5,5 0¥ (slmosls
oo 5Ly 8.6.0_GA_1194NETWORK asews Zimbra s, » SSLITLS US55, (s 3bacrosl 5 ouaa

(b simel @ols> g s ppdperl (sl dlael ¢ Sy o Jloy ABT) U iy 5550
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

Y Y/

ﬁ”‘Wb@'é—lg’@usk;}o

S oo i 0SS
(WSS )

P15 Lol Canlgs 10 Sy dgi ¥

@Lo)m Oygo 4 Lo 3 w.g‘l.aso Gogm .».15 d.:.tLo.’ ol:u| ‘) ¢9:> 0SSR gy gy A Jag.»)..o ‘509..99
2330 35 50 (615 "SR B o sagas 0lS 05 o)l i o0lsF j300 35 50 (s1p il (5 5 ailey B
CSR o cplo yo .S Laal ) ()T p3¥ (gla ) 2 ool 51 g (21557 5500 35 50 b 05 o0 Jlus | 02155
Jloyl 2165 Ho0uo 35 0 lp 1) 095 lojlu Slasin ¢ Jliae glaaials/aids o coges oS L Lol
Sl )0 Lo 5l 50 1y (6,500 S law Conl (o (2195 j90u0 35 0 Hlai ae o2lS £oi A axgi L auS
ol &l )l o158 a4 adles e ey ol yo yiien Sledbl gl aS el oo lls aleF 28,5 aules
DS dxxl e 3l 18 s wyol 0 a8 S el s olKisls b1 eaSia gy Jawgs
http://apa.aut.ac.ir/?p=971
L1095 85900 5 cpl plol sl oS oo lo Zimbra jo 1, CSR LB olow! oo (o,158 ol 5o
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Zimbra Administration

o Home M Home
{2} Home S
umma

(0] Monitor > ry
& Manage % | ZimbraVersion: 8.6.0_GA_1133.FO33
Bl configure > Serers: 1
B Tools and Migration | Accounts: 1
@ search > :

Domains: 1
& Help Center >

Class of Senvice: 2

1 Get Started —»

1. Install Cerificates
2. Configure Default COS

' Certificate Signing Request
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1> Zimbra Administration

o Home *] Home - Configure - Cerificates

S i DS
(9SS )

Bs Configure Senvice Host Name
Class of Service @ mailapa.local

Clomains

Servers

Global Settings >
Zimlets

Admin Extensions

Cerificates

S ol 1) " Install Certificate” au ;5 w g gl Sloadaid (28w 0)lg (o g JgudS 0, 0

< Home = lome - Configure - Cerlificates @ Help 2} v|

s Configure | Senice HostName | Description 9\@|
Class of Senvice @ mailapalocal Ty ] View Certificate -
Domains |
Servers
Global Settings >

Zimlets
Admin Extensions

Certificates

2SSl o cogas 04lS s CSR asile SSL sla bl ods jshate a1y o g s

Certificate Installation Wizard 9

Select the Target T
Server Please selectthe target server:

Choose the
Installation Option

Generate the
Certificate Signing
Request

Upload the
Cerificate

Install the
Cerificate
Download the
Certificate Signing
Request

Review the
Certificate Signing
Request -

. [ Cancel HF‘r-‘:'-;icusH Mext H Install ]

Server Name: | mail.apa.local hd
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aJg ,ekaie as |, " Generate the CSR for the commercial certificate authorizer" 435 ww o5 ;o
S Sl sl (58155 900 35 0 G 512 CSR

Certificate Installation Wizard 1%

s

Selectthe Target b

Semver ;1;%2:_ mail.apa.local
Choose the '
Installation Option Please choose one ofthe following options

Generate the
Cerificate Signing

) Install the self-signed certificate

Request & Generate the CSR for the commercial certificate

Upload the * authorizer

Certificate ) Install the commercially signed certificate =
Install the

Certificate

Download the
Certificate Signing
Request

Review the
Certificate Signing
Request -

| Help | |Can|:el ||F'revinus|| Mext || Finish |

08 ol ) o Oleadas Wb Leds oy ol jo

SHAL a5 a5 oS a s cywizmon oS bl digest coond ;o |, SHA256 a3 lazl jo @
o 19595 51 (S ol Gl (Jg 910 5525 o

2550 Sk 50 i b o VoFA L oS Jobo @

Jo o L STl S solii o)1 5l awalss oo Lot a5 TFQDN b wb "(CN)S jis ol @
Al GLaSe T e g FQDN 5 058 o dogs casied g5 50 Sl oslii

gy 1y kol aidls slaaids ) aen 2l5S g4 cpl aHWildcard  alsS S 5l apnlgs o ST @
S sl |y abbgy e aiy 35 S oolaiwl Zimbra gl (as o

Multi- _alsS < 5l aunlys o S oo 1) 6,500 slopl auilg oo TSAN @ b o Coond jo
A8 bl (0 solizul SAN

' Common Name

" Fully Qualified Domain Name
" Hostname

¥ Subject Alternative Name
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Certificate Installation Wizard 19
Choose the . ~
Installation Option Digest:

Generate the Ke}- Length: __2048 -
Certificate Signing il
Reqguest Common Mame: ‘ mail.apa.local
Upload the [[JUse Wildcard Common Name
Certificate
Install the Country Name: | 6B
Certificate State/Province: ‘ Lon =
Download the
Certificate Signing City: ‘ Lo
Reguest o ation I ‘
rganization Mame: | apa
Review the 9 P
Cerificate Signing Organizational Unit | apa
Request |
Subject Alternative Name:‘ Add
Mote: Subject Alternative Mame is used to setthe SubjectAltName extension of the -
| Help | | Cancel || Previous || Mext || Finisn |

a5 L) asS selils 1 ol adlg e L g Ceol osll s CSR O LG Y
JLo ) SSL 268 jg0ue 35 10 45 g (ausS il ,o Jopt/zimbra/ssl/zimbra/commercial/commercial .csr

Certificate Installation Wizard "
Selectthe Target 1
Senver -srzrrﬂztr mail.apa.local T
Choose the .

In order to abtain a commercially signed cerificate, you must download the
generated CSR and submit it to your commercial certificate authaorizer. Once you get
Generate the the cerificate, please restart the Certificate Installation Wizard and choose the option
Certificate Signing Install the commercially signed cerificate to complete the certificate installation.
Request

Upload the

Certificate

Install the
Certificate

Download the

Installation Cption

Download the C3R

m

Cerificate Signing
Request

Review the
Certificate Signing
Request —

4

| Help | |Cance| ||F'reuinus|| Mext || Finish |
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Certificate information

Common name: mail.apa.local Signature algorithm: SHA256
Key algorithm: RSA
Organization: apa Key size: 2048

Organizational unit: apa
City/locality: Lon

State/province: Lon

Country: GB
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a5 5L Certificate Installation Wizard ;| oo 0,0 G zimbra gl , SSL alsS 58 5 jglaie o
oanline Lxul ;5 (35 Jloel 5 dyslen o ) (15T G B 3,5 walss S8 Lol a4y @Bl 4o 1l )

e se T |y ol adol 1o a5 0 fs 592 )57 ol (6l ()5 5 Lasl-0953) g, 90 45 S 0

Laol—895 SSL 4ol blgF wuai gudes V-V

5 ol K1, (2l ol S o Lasl |y T ZIMbra sg3 a5 09 oo 4285 (gl 2lsS 0 ' Laskogs ol
@ dad-0g5 oS ol slp aies jaskis el CA jlojolo alf S 1) o )5 5,0 ol Sos
S Jlss 1y py sleels ¢ wug,» Configure>Select Install Certificate .

S ol |, VInstall the self-signed certificate” ;5 Jol o5 50

Certificate Installation Wizard "

»

Selectthe Target B

Server Target )
Senver mail.apa.local

Choose the

Installation Option Please choose one ofthe following options :

Generate the

Certificate Signing @ Install the self-signed cerificate

Request . Generate the CSR for the commercial certificate

Upload the = authorizer

Certificate ) Install the commercially signed certificate =
Install the

Certificate

Download the
Cerificate Signing
Request

Review the
Cerificate Signing
Request -

| Help | | Cancel || Previous || Mext || Install |

' Self-Signed
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Certificate Installation Wizard 1

Select the Target
Sernver The following CSR exists already.

Choose the
Installation Option

Generate the

Target Server: mail.apa.local

Replace the existing CSR [

Certificate Signing

Regquest Common Name: | mail.apa.local E
Upload the Use Wildcard Common Mame
Certificate
Install the Country Name: | US
Certificate State/Province: | N/A
Download the | 4
Cerificate Signing City: | NfA
Reguest o
) Organization Mame: | Zimbra Collaboration Server
Review the
Certificate Signing Organizational Unit: | Zimbra Collaboration Server
Reguest i
Cokinet AtarmAative Klamane
| Help | | Cancel ||F'reuinus|| Miext || Install |

0y 4 b e lald Bl b red g aules S OLRGl (n VeFA 0ST Job oS 0gd (iedae b o]

J.i}u: )y
Certificate Installation Wizard 1%
Installation Option Target Server: mail.apa.local i
Generate the .
Certificate Signing Replace the existing CSR
Request Digest: F
Upload the )
Certificate Key Length:
Install the Comman Name:| mail.apa.local
Cerificate -
[[JUse Wildcard Comman Mame =
Download the T
Certificate Signing Country Name: | US
Request State/Province:
Review the ate ro'u'mce.| NS A
Certificate Signing City:| N/A
Request I
Organization Name:|2imbm Coleboration Server
Organizational Unit:|2imbm Coleboration Server
Suhierct Alternative Mame- [ [ Sl
| Help | | Cancel || Previous | Newt || instan |
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Certificate Installation Wizard 1)

Select the Target _ _ n
Sener Target Server. mail.apa.local

Choose the
Installation Option
Cenerate the Certificate Validation Days*:

Cerificate Signing
Request

Upload the
Cerificate

Install the

Enter the cerificate validation days, then click install to install the cerificate.

Bes

m

Cerificate

Download the
Cerificate Signing
Request

Review the
Cerificate Signing
Request —

4

| Help ‘ |Cance| ||F'reuinus|| Mext || Install |

il coad Jl> 50 ZIMDra g, ;0 9ST o2 Lask-045 SSL alsSaiS o cnnlin

Home - Configure - Certificates @ Help o

[ Installing the certificates ... l

| Senvice Host Name Description
@ mailapalocal

.O&oﬁ\o&u & ylely ol s Jlael jolate a5 1, ZCS g5 b cdusy HLL 4 coas an)8 a5 oKn

' restart
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Home A

E;- Configure

Class of Service

Domains

Servers

Global Settings >
Zimlets

Admin Extensions

Certificates

Home - Configure - Certificates

[ Your certificate was installed successfully. You must restart your ZCS server to apply the changes.

| Senice HostName Description

g mailapalocal

S ol Zimbra )5 lawgs JewsS j0 1) 13 jews (Jos ol plodl jalais 4

su zimbra
zmcontrol restart

alem 5y G @ 09> 5900 40 |, SSL aleS Sl g, https://mail.domain.com 4 Ll 31

RRIK)

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is only valid for mail.apa.local

Error code: SEC_ERROR_UMNKNOWRN_ISSUER

Add Exception...
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sy |y Next aslsl gl g 00,5 olesl 1) " Install the commercial signed certificate” a5 oo

Certificate Installation Wizard 1%

Selectthe Target b

Sewer Target R
mail.apa.local
Server: P

Choose the

Installation Option Please choose one of the following options :

Generate the
Cerificate Signing

) Install the self-signed certificate

Request = Generate the CSR for the commercial certificate

Upload the = authorizer

Certificate @ Install the commercially signed certificate =
Install the

Certificate

Download the
Cerificate Signing
Request

Review the
Cerificate Signing
Fequest -

| Help | |Can|:el ||F'reuinus|| Mext || Install |

DS (6155 | wlass SIS oS (6ls 9,0 sl b1
(.Crt) SSL »lss L8 :asli 2le5 ©
(Crt) aiy; CA « by 0 SSL slo lsS :aiy, CA ©
(crt) Sbe sLCA: L CA o

Rl S L Loty [STa5 ail Sls CA 0 S 01y sl (6,500 slod 35 o (] jo cenl ([See
555 ool 1) 50 0 lge ales so caylaid [ 0e5 CA 5l 1) Sl

1S SIS MInstall™ a5 g,
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Certificate Installation Wizard 1%
Selectthe Target -
Sernver Target Server: mail.apa.local —
Choose the
Installation Option Please upload the following files from your CA

Generate the Certificate: Mo file selected.
e Root CA; Browse Mo file selected
Request i .

Upload the Intermediate CA: No file selected. Remove
Certificate Add Intermediate CA

Install the
Cerificate

Download the
Cerificate Signing
Request

Feview the
Cerificate Signing
Request —!

m

4

| Help | |Canu:e| ||F'revinus|| Mext || Install |
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ZCS 3ZCS 8.5 ZCS 8.6 o il giws oyl sl Como ouiS oo ooliinl 55 &l jgiws 51 Zimbra ,o ]

Sl 00 e 8.0

zmprov mcf zimbraReverseProxySSLCiphers 'ECDHE-RSA-AES128-GCM-SHA256:ECDHE-
ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-
AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256: DHE-DSS-AES128-GCM-
SHA256:KEDH+AESGCM:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-
SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-
SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-
AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128-
SHA256:DHE-RSA-AES256-SHA256: DHE-DSS-AES256-SHA:DHE-RSA-AES256-
SHA:AES128-GCM-SHA256: AES256-GCM-

SHA384:AES128:AES256:HIGH: laNULL:!leNULL:!EXPORT:IDES:!IMD5:IPSK:IRC4'

zmproxyctl restart
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J. [ J Py b =y el (inio oy pimgy Chglee Gloidle = oWh a2 S i = pands ol S| YL - IS
o Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir 55+ ¥+A ; uSali VOUWSFFYVY 3y 55



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

)Y Y/

}ﬁ”‘gﬁoe@'é—lﬁwg}g;}o

S g ino 0SS
()

Sl odmlive BB 5 S0 j0 oS cal 00,8 oy W5l oS 0,00 [RCA (g35Le Jled,e 5l amy >

- 5 .

Jla \:&I_,g PRt

i sl E e
o6 b b ClaTis _J_-ﬂifajl’._‘lt‘)tt‘)ﬁmt‘,gda&b‘)#‘jmm.

GO e A A E

gk Gl SilaTiine A8 e A e i K JalE G gla il 3 e e

B ATALL Cillen il 2 e gl

(£ as b e Openssl padding oracle 4 sy «u.d

Cule g o yal

UL IRT-30- S PPTRG [ KIrAet}

Jla _gbg 520 8810 Cllan b 5 2 Craglae

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Al = o8 el Jintio ol (pdingy Cglae leiblo = 5oVl S i = puandy ol I SVL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

Y Y/

”;”'WD@'G—QTGQSQ;”

oS ool (arin0 OUSNS
(s )

OpenSSL Padding Oracle JSuiw Jo> Y—¥

Man- sosSales S o Sl 1) AES-IN g s 5 05 oo oolicis] AES CBC 1 b3l a5 olSin
ol 09,8 Bib oy Gl oS oleS e, 1) Sl Wlg o (g iyl (ol 5l eslaul b in-the-middle
B ol Gl ey Syge 4 S 358 Sl 59, 4 Zimbra s soliiul 5,50 OPenSSL sl (5 ]

w0ls pll |

(as root)

1) cd /opt/zimbra

2) mv openssl-OLDVERSION openssl-OLDVERSION.OLD
3) tar xfz /tmp/openssl-NEWVERSION.tgz

(as user zimbra)

4) su - zimbra

5) zmcontrol restart

ol 00 dj.b).’ ‘5).’..\.»94..»1 U"‘ u.\.u.SLsA odalive )J)Jiw)éé\s)skul.o.@

\LI:M_» _._,".J.‘I.‘I és?.

- T
J'_‘L..‘ ;__'.M _,g 5 Mol LA

i a1 R e
&b el ilaTiine _Jﬁ._fajd._‘lb“‘)ijmﬁ;;_laﬁu_)gj_jwm .

S e s ) A d

B el DhaTisa e A ala i 2 A e gl 5 e @

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

)Y Y/

”S”‘Wbm\é'é—l{f@bsk;}o

S i DS
(WSS b)

@ v
s_\..}Lu — 9 D).o.)
O (Sa s Y (et GBI 30, S A s
Qi a8 525 8S Clan il e Ciajlie

ol (A0 o b ol b S Jo>  ¥-F
Slhgiss ol @zl Como asS (00,5 25 Doz ]y 993 59 dlgi go Lol ( JSiin (] > jlate 4
Ll 00U e ZCS 8.5 9 ZCS 8.6 B
cd /opt/zimbra/conf
openssl dhparam -out dhparams.pem 2048
chown zimbra:zimbra dhparams.pem
105 25 SR Gilpg 4 ol 5l am

¢ /opt/zimbra/conf/nginx/templates/nginx.conf.web.https.default.template
¢ /opt/zimbra/conf/nginx/templates/nginx.conf.web.https.template

1S a8lo] (ol oo 00ls ylits 5 sl S j0 4 Syge a) sl o 1) 5 s g

ssl_dhparam /opt/zimbra/conf/dhparams.pem;
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ZCS ZCS 8.7 15 ol ygiass ol glz! o 45 0tS 1zl 1y 5 Slysis b consl 55 15 ol bl (sl
el 00y sy ZCS 8.0 58.6

zmprov mcf +zimbraResponseHeader "Strict-Transport-Security: max-
age=31536000"

zmcontrol restart

DS oolaiwl gl jgiws 3l aglel e 00,5 B |y ISie (I YL JolS 50 00l o )lg jgiws 45T 90 40
5 8 g0 ,o ssl_verify_depth a5 5l o U el 5L

¢ /opt/zimbra/conf/nginx/templates/nginx.conf.web.https.default.template
¢ /opt/zimbra/conf/nginx/templates/nginx.conf.web.https.template

2o 5 aslsl add_header Strict-Transport-Security max-age=15768000; «l.>

nx/templates,/nginx.conf.web.https.defaultc. template

} .web.https.mode-${web.mailmode} ;
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onf/nginx/templates/nginx.conf.web.https.template

b.https.mode-%${web.mailmode};

el oads > Sie l 45 ams e lis 5 USS
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For ZCS 85,86

zmprov mcf zimbraMtaSmtpdTIsCiphers high

zmprov mcf zimbraMtaSmtpdTIsProtocols ''SSLv2,!SSLv3'

zmprov mcf zimbraMtaSmtpdTIsMandatoryCiphers high

zmprov mcf zimbraMtaSmtpdTIsExcludeCiphers 'aNULL,MD5,DES'

Zmcontrol restart

For ZCS 8.0 and previous

zmlocalconfig -e smtpd_tls_ciphers=high

postconf -e smtpd_tls_protocols=\ISSLv3,\!SSLv2
zmlocalconfig -e smtpd_tls_mandatory_ciphers=high
postconf -e smtpd_tls_exclude_ciphers=aNULL,MD5,DES
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Zmcontrol restart
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https://wiki.zimbra.com/wiki/Administration_Console_and_CLI_Certificate_Tools
https://www.sslsupportdesk.com/ssl-installation-instructions-for-zimbra-8-x-x
https://wiki.zimbra.com/wiki/Cipher_suites

https://wiki.zimbra.com/wiki/Security/Collab/logjam

1
2
3
4
5

https://wiki.zimbra.com/wiki/Postfix_PCI_Compliance_in_ZCS
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