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Name: AdminServer
Machine: new_UnixMachine_1
Cluster: (Standalong)

&5] Listen Address:

#| Listen Port Enabled

Listen Port: 7001

#| 551 Listen Port Enabled

551 Listen Port: 7002

@] Client Cert Proxy Enabled

Java Compiler: javac

Diagnostic Volume: Low L4
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Keystares ensure the sacure storage and management of private keys and trusted certificate authorities (Cas). This page lets you view and define various keystore configurations.

Keystores: Custom Identity and Custom Trust| Change
Identity

Custom Identity Keystore: ful1foracle/wlsdomains/bass

Custom Identity Keystore Type: JCEKS

Custom Identity Keystore Passphrase:

Confirm Custom Identity Keystore Passphrase:

Trust
Custom Trust Keystore: ful1/oracle/wlsdomains/bass
Custom Trust Keystore Type: JCEKS

Custom Trust Keystore Passphrase:

Confirm Custom Trust Keystore Passphrase:

Save
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gg Identity and Trust Locations: Keystores Change

Identity
Private Key Location: from Custom Identity Keystore
Private Key Alias: kali
@ Private Key Passphrase: ] essssisssssan
@ Confirm Private Key Passphrase: o esserasranranes
Certificate Location: from Custom Identity Keystore

Trust
Trusted Certificate Authorities: from Custom Trust Keystore

[ Advanced
Save
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(119 5107 sloaseus sl ) aS Jlad |, Use JISSE SSL &y bgy e 43S £

Sy |y save an S Ll o Y
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s plosl 1) 5 e b ol 0,5 Jld cya 08 SeS OMSiwe ol 4 wilgs e debugging

o 0 a8 5 1§ setDomainENv.sh cos Sl il ;g SO sl eolawl Lol ool jo )

295 5 SDOMAIN_HOME/bin/
55,5 aslsl JAVA_OPTIONS ol,b slp b oy o s Y

-Dssl.debug=true -Dweblogic.StdoutDebugEnabled=true

JAVA OPTIONS="${JAVA OPTIONS} ${JAVA PROPERTIES} -Djavax.net.debug=all -Dssl.debug=true -Dweblogic.StdoutDebugEnabled=true \-['javax.net.debugzall -Dssl.debug=true -
Dweblogic.StdoutDebugEnabled=true -Dwlw.iterativeDev=${iterativeDevFlag} -Dwlw.testConsole=${testConsoleFlag} -Dwlw.logErrorsToConsole=${logErrorsToConsoleFlag)”
export JAVA_OPTIONS
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SSL 5l Jled e sl 2gi Jd e Wb g a0l (POODLE alos> Jbls 4)) SSLV3 4 SSLv2
ool )b 0S a8lsl SDOMAIN_HOME/DIN/ o jo a8 5 )1 3 setDomainEnv.sh LB o1, 55 L
S @bl lasly s as 00,5 lows 1, JAVA_OPTIONS

—-Dweblogic.security.SSL.protocolVersion=TLSv1

oolitd TLS 1.2 b TLS 1.1 TLS 1.0 jf Luib 5 03,5 Jlxb ué |, SSL 4 w5 Weblogic 4, Vi s
6 4 J8as JAVA OPTIONS Lis 4 ) s5ie0 5,8 48lal b swlgfie comizman Lok oS
:J..J.JS > % ‘) ‘53 “‘.. :.?

weblogic.security.SSL.minimumProtocolVersion=[protocol] ‘

25l 3 8 lge Jelis wilgs oo [protocal] a5

e TLSvV1
e TLSV11
e TLSV1Z2

acipher ;1 oslical Bl o)l o 505 JAVA_OPTIONS &y 155 sl ol s 0,8 adlol b pizan
5,5 Jab |, i

-Dweblogic.security.SSL.allowUnencryptedNullCipher=false
-Dweblogic.security.disableNullCipher=true

a5 a2 o loebl Forward Secrecy .ogi Jled 5.0 Forward Secrecy wb ool S5 5)lg0 p ogdle
T el FS 098 oo Laa> (ai33,5 )15 0 bl 5,90 (0L (slaads a5 S8y s T and> 0lS Voo

Integrity
Session Key ”
Perfect Forward Secrecy *
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el > 0,5 18 ooliul 0550 SSL S8l HLaS ey (5l Wlgh ged olidl o ble 4y pogas oIS
©ly ey bl o8 eolaul 5y Slyews 5l le oo FOrward secrecy s woes,ad slecipher Suite
Qi Uy lo 5L5 AES 2565 sl gl S o1y SDOMAIN_HOME/config/config.xml
S cea JIDK (415 1,JCE

<server>
<name>AdminServer</name>
<ssl>
<enabled>true</enabled>

<ciphersuite>TLS ECDHE_RSA WITH_AES 256 CBC_SHA</ciphersuite>
<ciphersuite>TLS_ECDHE_RSA WITH_AES 256_CBC_SHA256</ciphersuite>
<ciphersuite>TLS _ECDHE_RSA WITH_AES 128 CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDHE_RSA WITH_AES 128 CBC_SHA256</ciphersuite>
<ciphersuite>TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDHE _ECDSA WITH_AES 256 CBC_SHA256</ciphersuite>
<ciphersuite>TLS _ECDHE_ECDSA_WITH_AES 128 CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDHE _ECDSA WITH_AES 128 CBC_ SHA256</ciphersuite>
<ciphersuite>TLS DHE_DSS WITH_AES 256 _CBC_SHA</ciphersuite>
<ciphersuite>TLS DHE DSS WITH_AES 256 CBC_SHA256</ciphersuite>
<ciphersuite>TLS DHE DSS WITH_AES 128 CBC_SHA</ciphersuite>
<ciphersuite>TLS_DHE_DSS_WITH_AES_128 CBC_SHA256</ciphersuite>
<ciphersuite>TLS_RSA WITH_AES 256 CBC_SHA</ciphersuite>
<ciphersuite>TLS RSA WITH_AES 256 CBC_SHAZ256</ciphersuite>
<ciphersuite>TLS RSA WITH_AES 128 CBC_SHA</ciphersuite>
<ciphersuite>TLS RSA WITH_AES 128 CBC_SHA256</ciphersuite>
<ciphersuite>TLS ECDH_ECDSA WITH_AES 256 CBC_SHA384</ciphersuite>
<ciphersuite>TLS_ECDH_RSA WITH_AES 256 CBC_SHA384</ciphersuite>
<ciphersuite>TLS_ECDH_ECDSA WITH_AES 256_CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDH_RSA WITH_AES 256 CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDH_RSA WITH_AES 128 CBC_SHA</ciphersuite>
<ciphersuite>TLS ECDH_ECDSA WITH_AES 128 CBC_SHA256</ciphersuite>
<ciphersuite>TLS ECDH_RSA WITH_AES 128 CBC_SHA256</ciphersuite>
<hostname-verifier xsi:nil="true"></hostname-verifier>

1S90 ax a5 05 cwyp Ole oo ) u“PT 5O o pd yd Sl Sl eslanl b goin o 5l am

s wles 1y 59 b bl Sl

https://testssl.sh/testssl.sh
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S Jole lpebl (2ls5 (095 JbL 51wl oo ¢ 21T ol jom 00l Ligee
s el ) 05 Jolye Glsise sy 09 535y 2 Ol 0005 Jbd sl
S SIS als ob (69, » Domain Structure iz o oo e o o S jo )
5 o o,lg Security > SSL Certificate Revocation Checking > General e 5 oo Y
S Jls |, Enable Certificate Revocation Checking g4 35
<=l 1, certificate revocation checking iy, wlgs oo ;55 Revocation Checks iz ,o .Y

DS SS save sansS (s9) ¢ e Y

Settings for base_domain
Configuration | Monitoring | Control | Security | Web Service Security | Motes
General | Filter | Unlock User | Embedded LDAP | Roles | Polices | SSL Certificate Revocation Checking

General | OCSP | CRL | Cerificate Authority Overrides

Save

This page allows you to configure general S5L certificate revocation checking properties for this domain.

#| Enable Certificate Revocation Checking

Revocation Checks: QOCSP then CEL ~

Fail On Unknown Revocation Status

Save

OCSP ol :) JSCi

HSTS oo 55 Jbd f-¥

HTTPS JSSg, 5l a8 codl g9 cox sladalp (sl susel 9940 SG HTTP Strict Transport Security
Sg o Cookie Hijacking, Downgrade Attack ;| s ,.5 sl cel munilSe (1l 9429 .0iS o ool
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$MW_HOME/ ;e o a85 I8 webxml L 4 55 bghs  wl
e 0 Cwl Sew e adl) wiserver/server/lib/consoleapp/webapp/WEB-INF/web.xml
1200 ,5 adlol (Al alls Sim Gglas glae pb Q] cle a4 0 )lg0

<filter>
<filter-name>HSTSFilter</filter-name>
<filter-class>security.HS TSFilter</filter-class>
<[filter>

web application a1, o1 s g 00,5 Joe 55 & 90 40 2L (secCUrity. HSTSFilter) YU yils ol sl 5
2,5 adlsl

package security;
import java.io.IOException;

import javax.servlet.Filter;

import javax.servlet.FilterChain;

import javax.servlet.FilterConfig;

import javax.servlet.ServletException;

import javax.servlet.ServletRequest;

import javax.servlet.ServletResponse;

import javax.servlet.http.HttpServletResponse;

public class HSTSFilter implements Filter {

public void doFilter(ServletRequest req, ServlietResponse res,
FilterChain chain) throws IOException, ServietException {
HttpServietResponse resp = (HttpServietResponse) res;

if (req.isSecure())
resp.setHeader("Strict-Transport-Security", "max-age=31622400; includeSubDomains");

chain.doFilter(req, resp);
}
3

4 |, “transport-guarantee’ ,laie oiles oo HTTP 4 HTTP Slbls)l Sogs colan lp uien

& slewMS weblogic s a.es 1,8 web.xml ,o INTEGRAL |, CONFIDENTIAL &,s0
b8 o b ) bolas 08 0 (23w HTTPS Cass 4 jS055 & jg0 4 |y aisS oo oolatul HTTP

Sgds ool 1,8 security-constraint S 9,5 web.xml

<user-data-constraint>
<description>
This is how the user data must be transmitted.
</description>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>
</user-data-constraint>
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[1]. https://docs.oracle.com/middleware/1221/wls/L OCKD/practices.htm#L OCKD
124

[2]. https://docs.oracle.com/cd/E13222 01/wls/docs81/webserv/security.html

[3]. http://www.oracle.com/technetwork/articles/soa/patil-certrevoc-1873528.html

[4]. https://docs.oracle.com/cd/E24329 01/web.1211/e24422/ssl.tm#SECMG384

[5]. https://stackoverflow.com/questions/38971541/how-can-we-enable-hstshttp-
strict-transport-security-in-weblogic-server

[6]. https://serverfault.com/questions/693876/how-can-the-hsts-header-be-added-
to-weblogic

[7]. http://docs.oracle.com/javase/6/docs/technotes/quides/security/SunProviders.h
tml#SunJSSEProvider

[8]. http://weblogic-wonders.com/weblogic/2014/06/24/recommended-best-
practices-securing-weblogic-server/

[9]. http://remotepsadmins.com/2015/01/24/ssl-weblogic/

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/
https://docs.oracle.com/middleware/1221/wls/LOCKD/practices.htm#LOCKD124
https://docs.oracle.com/middleware/1221/wls/LOCKD/practices.htm#LOCKD124
https://docs.oracle.com/cd/E13222_01/wls/docs81/webserv/security.html
http://www.oracle.com/technetwork/articles/soa/patil-certrevoc-1873528.html
https://docs.oracle.com/cd/E24329_01/web.1211/e24422/ssl.htm#SECMG384
https://stackoverflow.com/questions/38971541/how-can-we-enable-hstshttp-strict-transport-security-in-weblogic-server
https://stackoverflow.com/questions/38971541/how-can-we-enable-hstshttp-strict-transport-security-in-weblogic-server
https://serverfault.com/questions/693876/how-can-the-hsts-header-be-added-to-weblogic
https://serverfault.com/questions/693876/how-can-the-hsts-header-be-added-to-weblogic
http://docs.oracle.com/javase/6/docs/technotes/guides/security/SunProviders.html#SunJSSEProvider
http://docs.oracle.com/javase/6/docs/technotes/guides/security/SunProviders.html#SunJSSEProvider
http://weblogic-wonders.com/weblogic/2014/06/24/recommended-best-practices-securing-weblogic-server/
http://weblogic-wonders.com/weblogic/2014/06/24/recommended-best-practices-securing-weblogic-server/
http://remotepsadmins.com/2015/01/24/ssl-weblogic/

