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keystore (g jlw odboT 1—Y

JKS &S o Joe keystore ;1 PKCS12 L, PKCS12 JKS slacw g 59, s o> Jl> ,o Tomcat
PKCS12 s b .l 00 olou] keytool yle s Lo lawgs g Conl lgl> o lastinl "Java KeyStore" ¢,
Se (6w cilug ,SoLe Key-Manager g OpenSSL 5 )b 51 wilgs oo g el i il o lastin] gl 5

as "keystore" oL 4y Ll 3o jo ol asalys eslatul Tomeat jo SSL sl STy (sl a5 slaalls

2usS ol calizes ofy g0 yo 1, LB Cﬁ‘ qﬁjlgs‘sam.mggﬁlﬁgsaﬂw I, kG Q_ﬂ‘

keystore J=lo a5 05290 oS 0, 0,15 @
W glaads o S olbxll e

Sl o) dbgy e Olastins lalal JKS cw 3 L keystore 1o 4y 09290 2le5 SO 40,5 o] sl
a5 5l L3, sadlem B Slreses el OpenSSL as auS ax g5 .auilesx | keytool o )b ,s (Lot IDK
sols 5l L3 Sleog slylo lais ol 3T uimen 08 o Slais 1) ] keytool Lol oS’ o 48l
AS SU T Sleasgs ol S o1y keytool a1, algS asiol 51 LS wel oS
L PKCS12 ¢ )3 L keystore J=lo 4 ol ouls Lasl Lals CA Lawgy a5 34290 2165 0,5 0)lg sl
DS g 1) 55 ale (5 giws Wb ek OpenSSL 1 oolazwl

Tomcat 6.0.45&7.0.72:

openssl pkcsl2 -export -in mycert.crt -inkey mykey.key
-out mycert.pl2 -name tomcat -CAfile myCA.crt
-caname root -chain

DS Lol leyd s o1y 5 slayle,d ‘\Lé.ol—o? 2lsS ol waz JKS G ol (6l
Windows-Tomcat 6.0.45&7.0.72:
| "$JAVA HOME%\bin\keytool" -genkey -alias tomcat -keyalg RSA

Unix-Tomcat 6.0.45&7.0.72:
]SJAVA_HOME/bin/keytool -genkey -alias tomcat -keyalg RSA

OO e sl 0,5 walgs sbwl oI5 Lol asls o "keystore” oL L 1y o BB G le,d oyl
ol Wb zed Lot oS adlol T aslol jo JolS o ol jon 4 |, —Keystore yiel )b colgsds ob b 1S5

e gl oS o g serverxml go S BB ol was
Windows-Tomcat 6.0.45&7.0.72:

' self-signed
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"$JAVA HOME%\bin\keytool" -genkey -alias tomcat -keyalg RSA
-keystore \path\to\my\keystore

Unix-Tomcat 6.0.45&7.0.72:
SJAVA HOME/bin/keytool -genkey -alias tomcat -keyalg RSA
-keystore /path/to/my/keystore

58 oy a8l 9g2s b oS S lg 1) Sl 5550 j5ee je) U 0gd e atulsd Lol 5l jgiws cnl sl 5l o
1 085 el 8,50 jaue e, Auiled oo Lol cel MChangeit” o gl oo colaiul Tomeat jo 45" 5,8 i
s |8 serverxml gui,So L sl joee jo) So b Grizres Lol aims

aao a5 Gly)l5 4 Sledbl cpl ol sy aules Lot 51 2le3 pl o)l s seges Oledllol aclol jo
Sl sl a8 (s b el o o oylo Sledbl b o amlgs eols ylis oS oo ovmline 1) Loty ((yal)
Al asls gillay osyls

2lsS 5o b @) 0uS o s 1) (2lsS (nl ogaste joue 5o, b ol dalys atules Lad 5 coled )0
S8 oolaiul 5,90 Keystore og> o a5 JlSG jee e, 5l b Ll (a5)ls 13 LSS keystore o 4
el TOoMeat (g 5lwooly ;0 Codgamme G oyl auS oolaiul (o8 )8

855 18 solaul )50 e

plin O Lot il anils 5,8 oo b LT 510l LSy wub keystore 3 ogas oSy 5o, 1a>gs

5,5 dules il o java.io.IOException: Cannot recover key la> slacal o Uas

Tomcat o S Jb slpg Y-Y
105 oolaiwl SSL calizes (g 5lwosly 5o 31 Wl o TOMeat

el oas &1 (VY 1) Java runtime 5l ciend laie 4y oS JSSE (g5luesly @
LS oo oolaiul (8,8 iy O yg0 4 OpeNSSL gige 5l a5 APR (gilwesly e
) SRS Jlail o S Lot ST .conl oolainl 050 (g3lwooly g45 0 aiusly ((gouin, S 380 Slu >
Sy 4 TJomeat alewg 4 oolaiul 5,90 (g3lwosly u closls plowl protocol="HTTP/1.1" lawg
5ot b o 6135 )b APR alliuliS aSuyl (5285 s 5o 0« (ISSE) Iyl ois JLasl Sy iy o5 (512
Tomcat 6.0.45:

' Connector

. . . (sl stwial @alsn g bag vl (gl sl ¢ Sy o Sloy ) LT ooy 3 50
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<!-- Define a HTTP/1.1 Connector on port 8443, JSSE BIO implementation
-—>
<Connector protocol="org.apache.coyote.httpll.HttpllProtocol"
port="8443" .../>
<!-- Define a HTTP/1.1 Connector on port 8443, JSSE NIO implementation
-—>
<Connector protocol="org.apache.coyote.httpll.HttpllNioProtocol"
port="8443" . ../>
Tomcat 7.0.72:
<!-- Define a HTTP/1.1 Connector on port 8443, JSSE NIO implementation
-—>
<Connector protocol="org.apache.coyote.httpll.HttpllNioProtocol"
port="8443" .../>
<!-- Define a HTTP/1.1 Connector on port 8443, JSSE BIO implementation
-—>
<Connector protocol="org.apache.coyote.httpll.HttpllProtocol"
port="8443" .../>

oolaiwl 3 ygiawd 3l (Abl L yiws ;o WL APR aibulis) APR sais Jlasl S5 o0 57 jaseics gl Lglice
S s

Tomcat 6.0.45&7.0.72:
<!-- Define a HTTP/1.1 Connector on port 8443, APR implementation
-—>
<Connector protocol="org.apache.coyote.httpll.HttpllAprProtocol"
port="8443" . ../>

OpenSSL (sly (i 3Salx jsige Sy (i, Sy a5 Loy @dly 4o s APR 5l ool > ;0 Loy )31

&gl

Tomcat 6.0.45&7.0.72:

<Listener className="org.apache.catalina.core.AprLifecyclelListener"
SSLEngine="someengine" SSLRandomSeed="somedevice" />

il 23 g a4 B8 Ll ke
Tomcat 6.0.45&7.0.72:

<Listener
className="org.apache.catalina.core.AprlLifecyclelListener"
SSLEngine="on" SSIRandomSeed="builtin" />

Ails off uly SSLENQgine daacas a5 ouS Jwol> ool AAPR i SSLjl solasd (gl puian

Slel 5wl ad 5 ks o T 6lp 1y (65508 jladke Lais ST g sl ON daras (ol slp (28 i oo
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aS cwl $CATALINA_BASE/confiserverxml LB o soims  Jlasl o Su 3 o
<Connector> ,aic gl Jlo S .cosl Tomeat 6 5lp 4l asbos ouss Lo SCATALINA_BASE
Sl 8 el ool ceas Tomeat L of pon a5 serverxml o3 i J8 ,o SSL connector < sl

Tomcat 6.0.45:

<!-- Define a SSL Coyote HTTP/1.l1 Connector on port 8443 -->
<Connector

protocol="org.apache.coyote.httpll.HttpllProtocol"
port="8443" maxThreads="200"
scheme="https" secure="true" SSLEnabled="true"

keystoreFile="${user.home}/.keystore"
keystorePass="changeit"

clientAuth="false" sslProtocol="TLS"/>

Tomcat 7.0.72:

<!-- Define a SSL Coyote HTTP/1.l1 Connector on port 8443 -->
<Connector

protocol="org.apache.coyote.httpll.HttpllNioProtocol"

port="8443" maxThreads="200"

scheme="https" secure="true" SSLEnabled="true"

keystoreFile="${user.home}/.keystore"
keystorePass="changeit"

clientAuth="false" sslProtocol="TLS"/>

&S o oolaiwl (b 2165 9 oS Logass) SSL Gledas gl Jslee slocas 51 APR connector
el aal 15 30 APR S5 (g0 S 5l (Jlie

Tomcat 6.0.45&7.0.72:

<!-- Define a SSL Coyote HTTP/1.1 Connector on port 8443 -->
<Connector

protocol="org.apache.coyote.httpll.HttpllAprProtocol"

port="8443" maxThreads="200"

scheme="https" secure="true" SSLEnabled="true"

SSLCertificateFile="/usr/local/ssl/server.crt"

SSLCertificateKeyFile="/usr/local/ssl/server.pem"

SSLVerifyClient="optional"
SSLProtocol="TLSv1+TLSv1l.1+TLSv1.2"/>

S50 e 0 ko Alel go Loy ams so 13 5o mlie 5l lbls )l 6l Tomeat gq, TCP/IP &gy S
&lyp xS (el https Olbls )| gly 28 Giw Oye oS FFY &y aile) oo (I3 1) Loy L
Cols jl )b a8 el jli bl Sledas wus IS5 VYT 51 S slac,g (59, wlgn Tomeat as)|
non- (sq, o2 |, redirectPort cas lade wub caslosls poss brol (o 1) & e o)lels ST .ol (5,155 ol

S dazme (g laslely 1y Tomeat sl e ol pass ) oSS 5l 0y g aums x5 SSL connector
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Sy g 9o plosl ;5 J>lhe Wl (CA) IS a0 3550 o 5l ol caai 5 (051 sy 4l
aS J...S)No‘ (ero olKiilo le.aT 0uSig’y Jawgl ool &l || u”)‘)f Y "\"""9"5" o, u.:‘ 9O ylen SleMb|
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21oF Lol cunlgd 10 Sy adgi F—Y

35k T(CSR) 2155 Lol calgs o o il Lo ¢ 8155 900 35 10 5l 0ls5 o 10,91 sy jgliate 4

2w pll ) 15 slbpl CSR i sl gl .o aalys oslaiw] CA jo alsS oadg 1y a5
Tlasksgs alss S csls o

Tomcat 6.0.45&7.0.72:

keytool -genkey -alias tomcat -keyalg RSA
-keystore <your keystore filename>

CSR el o
Tomcat 6.0.45&7.0.72:

keytool -certreq -keyalg RSA -alias tomcat -file certreg.csr
-keystore <your keystore filename>

5 Jloyl (2155 j00 3 e a1y ol aiilgr o a8 Clls aunlgs certreq.csr o 4 Ll G Lads (55T o
S b o 1) sgn algS

5 ol w13 e keystore o 1) ol aules oo Lo s S b ,0 CA 51, 045 2lsS aSil 5l am
20 )31 0e5 2leS e g aumo I3 KeystOre ol aiy, 2leS L 2168 0 pony SO Wb Lo cdon

DS 28L 3 595 CA Sl (8155 0p0) @
Qo 18 og keystore o 1) algS oy @
Tomcat 6.0.45&7.0.72:

keytool -import -alias root -keystore <your keystore filename>
—trustcacerts -file <filename of the chain certificate>

A )l 1) 05 wae ol cules o e

' Certificate Authority
¥ Certificate Signing Request
v Self-signed Certificate
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Tomcat 6.0.45&7.0.72:

keytool -import -alias tomcat -keystore <your keystore filename>
-file <your certificate filename>
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oS oo o GlassFish g o0ues gy 10 |, SSLITLS SS9y ol (g0i,S (Sis8a idw oyl o
CRIME FREAK 4 4l Mox S jslate 4 5oy slopin sl (B (50,5 Wil (ygzmen (69)]50
Forward (FS) jl a5 548 slos K50, 30,5 )18, 9 SSL pell sleazus 55le Jled e LOGIAM

oS oo le 1y asS oo Slosiiy Secrecy
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https://sslcheck.certcc.ir

e dOL STCLIEST S L b
Shge 4 ) 6K, lapi sl S oo ooliwl IDKL.6 (54, Tomcat 6 L Tomceat 5.5 ;i Loy 31

i b 58k

SSL_RSA WITH RC4 128 MD5
SSL_RSA WITH RC4 128 SHA

TLS RSA WITH AES 128 CBC SHA
TLS_DHE_RSA WITH AES 128 CBC_SHA

TLS DHE DSS WITH AES 128 CBC SHA
SSL_RSA WITH 3DES EDE CBC SHA

SSL_DHE RSA WITH 3DES EDE CBC_ SHA
SSL_DHE DSS WITH 3DES EDE CBC_ SHA
SSL_RSA WITH DES CBC_ SHA

SSL_DHE RSA WITH DES CBC SHA

SSL_DHE _DSS _WITH DES CBC_ SHA

SSL_RSA _EXPORT WITH RC4 40 MD5
SSL_RSA EXPORT WITH DES40 CBC SHA
SSL_DHE RSA EXPORT WITH DES40 CBC_ SHA
SSL_DHE DSS EXPORT WITH DES40 CBC SHA

s Ciend Yo S 5l 5 sl 65!

SSL_RSA_WITH DES_CBC_SHA
SSL_DHE RSA WITH DES_CBC_ SHA
SSL_DHE DSS _WITH DES_CBC_SHA

SSL_RSA EXPORT WITH RC4 40 MD5
SSL_RSA EXPORT WITH DES40 CBC_ SHA
SSL,_DHE RSA EXPORT WITH DES40 CBC_SHA
SSL DHE DSS EXPORT WITH DES40 CBC SHA

server.xml L, 5l Connector cuud o) 13 oz b Grns (6,50, slapin, o5l (05 Jled . ol

s3llel ) 1) TOMCAL w9 (935 4t Loty a8uns (U cnl 51l i 51 B8 390 o0 dros) ap23 )18
SVELERRES

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir £5¥5+ YA : uSal VOAFYFYY Y & s oS



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/
https://sslcheck.certcc.ir/

)

WYY

”;”'WD@'G—QTGQSQ;}O

oS ool (arin0 OUSNS
(s )

Tomcat 6:

ciphers="SSL RSA WITH RC4 128 MD5, SSL RSA WITH RC4 128 SHA,

TLS RSA WITH_AES 128 CBC SHA TLS DHE RSA WITH AES 128 CBC SHA,

TLS DHE DSS WITH AES 128 CBC SHA, SSL RSA WITH 3DES EDE CBC SHA,

SSL DHE RSA WITH 3DES EDE CBC SHA, SSL DHE DSS WITH 3DES EDE CBC SHA"

S5 Bdm wyl ety 6801 pb e J alols args

Tomcat 7 with Java7:

ciphers="TLS ECDHE ECDSA WITH AES 256 CBC SHA384,
TLS_ECDHE RSA WITH AES 256 CBC_ SHA384,
TLS_ECDH ECDSA WITH AES 256 CBC SHA384,
TLS ECDH RSA WITH AES 256 CBC SHA384,
TLS_DHE_DSS_WITH AES 256 CBC SHA256,
TLS ECDHE ECDSA WITH AES 256 CBC SHA,
TLS ECDHE RSA WITH AES 256 CBC SHA,

TLS ECDH ECDSA WITH AES 256 CBC SHA,
TLS_ECDH RSA WITH AES 256 CBC_ SHA,

TLS DHE DSS WITH AES 256 CBC_SHA,

TLS ECDHE ECDSA WITH AES 128 CBC SHA256,
TLS ECDHE RSA WITH AES 128 CBC SHA256,
TLS_ECDH ECDSA WITH AES 128 CBC SHA256,
TLS ECDH RSA WITH AES 128 CBC_ SHA256,
TLS DHE DSS WITH AES 128 CBC SHA256,
TLS_ECDHE ECDSA WITH AES 128 CBC SHA,
TLS ECDHE RSA WITH AES 128 CBC SHA,

TLS ECDH ECDSA WITH AES 128 CBC SHA,
TLS ECDH RSA WITH AES 128 CBC_SHA,

TLS DHE DSS WITH AES 128 CBC SHA,

TLS ECDHE ECDSA WITH RC4 128 SHA,
TLS_ECDH ECDSA WITH RC4 128 SHA,

TLS ECDH RSA WITH RC4 128 SHA,

TLS ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS ECDHE ECDSA WITH AES 128 GCM SHA256,
TLS_ECDHE RSA WITH AES 256 GCM SHA384,
TLS RSA WITH AES 256 GCM SHA384,
TLS_ECDH ECDSA WITH AES 256 GCM SHA384,
TLS ECDH RSA WITH AES 256 GCM SHA384,
TLS_DHE_DSS_WITH AES 256 GCM SHA384,
TLS ECDHE RSA WITH AES 128 GCM SHA256,
TLS RSA WITH AES 128 GCM SHA256,
TLS_ECDH ECDSA WITH AES 128 GCM SHA256,
TLS ECDH RSA WITH AES 128 GCM SHA256,
TLS DHE DSS WITH AES 128 GCM SHA256,
TLS ECDHE ECDSA WITH 3DES EDE CBC_ SHA,
TLS_ECDHE RSA WITH 3DES EDE CBC SHA,
TLS ECDH ECDSA WITH 3DES EDE CBC SHA,
TLS ECDH RSA WITH 3DES EDE CBC SHA,

TLS EMPTY RENEGOTIATION INFO SCSVF
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TLSV3 g TLSV2 (38, Jlad o Y-V
2 BB Bk 5l wles oo SSL JSTg, S oo ool JSSE connectors L Tomeat 1 a5 loj
29 (§0,50
$TOMCAT_HOME/conf/server.xml
9.0 bl (6.0.38 51 L3) Tomeat 6 g Tomeat 5 ol 55 & g0 a0 | abgs o Slogdais wuby
Tomcat 5 and 6 (prior to 6.0.38)

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocols = "TLSvl,TLSvl.1,TLSv1.2" />

Tomcat 6 (6.0.38 and later)&7

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslEnabledProtocols = "TLSvl,TLSv1l.1l,TLSv1.2"

/>

5 Slygiws pl 0,8 adlal ax 31 caisd g0 Sloiy ¥ lgl> ;0 TLSVL2 g TLSVLL oS 0o a>gs
SS Jla 1, TLSVL2 g TLSVIL algs soi (Jg 0iS ses ol (IS £lgl>
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http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html
https://www.mulesoft.com/tcat/tomcat-ssl
http://tomcat.apache.org/tomcat-6.0-doc/apr.html
https://tomcat.apache.org/tomcat-7.0-doc/ssl-howto.html
https://access.redhat.com/solutions/1232233

http://iwww.fromdev.com/2009/02/tomcat-best-practices-securing-ssl-by.html

https://ssl.comodo.com/support/ssl-technical-fags/how-to-disable-weak-ciphers-in-tomcat-7-
8.php
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