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smtp use tls = yes

# smtpd tls auth only = yes <-- Optional
smtpd tls cert file = /some/path/yourdomain.crt
smtpd tls key file = /some/path/yourdomain.key
smtpd tls CAfile = /some/path/ca.txt (bundle file)
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]cat yourdomain.crt ca.txt > server.crt
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smtp use tls = yes

# smtpd tls auth only = yes <-- Optional
smtpd tls cert file = /some/path/server.crt
smtpd tls key file = /some/path/yourdomain.key
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\ Certificate Authority
v Self-signed certificate
Y Bundle
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]sudo postfix reload
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# Disable SSLv2 and SSLv3 leaving TLSvl, TLSv1l.l and TLSv1.2 enabled.
smtpd tls mandatory protocols = !SSLv2, !SSLv3
smtpd tls protocols = !SSLv2 !SSLv3
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# Configure the allowed cipher list

smtpd tls mandatory ciphers=high

tls high cipherlist=EDH+CAMELLIA:EDH+aRSA:EECDH+aRSA+AESGCM:EECDH+aRSA+
SHA384 :EECDH+aRSA+SHA256 :EECDH : +CAMELLIA256: +AES256:+CAMELLIA128:+AES12
8:+SSLv3: !'aNULL:!eNULL: !LOW: ! 3DES: !MD5: 'EXP: !PSK: !DSS: !RC4: ! SEED: ! ECDSA
:CAMELLIA256-SHA:AES256-SHA:CAMELLIA128-SHA:AES128-SHA

\ Integrity
Y Session Key
Y Perfect Forward Secrecy

. . . (s b ststol @l g g pacgnl (sl sliel ¢ Sl ¢ Sy BT) LT dmgy 3550
. . . Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
. . . Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir £5¥5-+A ;uSals VONETFYNY & iy 35

Yl



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/
https://sslcheck.certcc.ir/

Y Y/

”;”'WD@'G—QTGQSQ;”

oS ool (arin0 OUSNS
(s )

ool (a0 sl yiol )y 53w pof F—Y

e a1 )1 (nl ) 55 b padlsi oo &5 4S g 1) (668 (el (g el il o B elo 5l Le
]openssl gendh -out /etc/postfix/dh 1024.pem -2 1024

ol 6y g axS solitnl | cyala i 0ldS i sl o yiel )b ol 51 AT 650 POSHIX 0 b e
S a8lal (ga Sy b o 1) b b IS
#the dh params

smtpd tls dhl1024 param file = /etc/postfix/dh 1024.pem
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# Disable SSL compression
tls ssl options = NO COMPRESSION

\ DHE key-exchange
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http://www.postfix.org/TLS _README.html
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3 https://blog.tinned-software. net/harden-the-ssl-configuration-of-your-mailserver/

4  https://zmap.io/sslv3/servers.html#postfix
ftp://ftp.cs.uu.nl/mirror/postfix FORWARD_SECRECY .html
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