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e /etc/nginx/sited-enabled/yoursite.com
e /etc/nginx/conf.d/nginx.conf
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server
listen 443 ssl;
server name www.example.com;
ssl certificate www.example.com.crt;
ssl certificate key www.example.com.key;
ssl:protocols N TLSv1l TLSv1.1 TLSv1.2;
ssl ciphers HIGH: !aNULL: !MD5;

}

a5 L Jy cal (Ao juf) soges Codszge SO (WWW.eXample.com.crt)  ales LB

S g 2lsS o)l Sl AT WS Az g 0ed oo (5l aile e 90 4 (WWW.EXaMple.com.key)

4 ol b va 5l 32y (nl by 0shie Olo ) Doge a4 aS Wl LB SG 0 90 8 (pogas
A ole oyl 005 1.5 g

ssl_certificate_key www.example.com.cert;
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]$ cat www.example.com.crt bundle.crt > www.example.com.chained.crt |
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server {
listen 443 ssl;
server name www.example.com;
ssl certificate www.example.com.chained.crt;

ssl certificate key www.example.com.key;

ls awles laily 55 glas NOINX il ails 0929 5550 oyl jo oalail S

SSL CTX use PrivateKey file(" ... /www.example.com.key") failed
(SSL: error:0B080074:x509 certificate routines:
X509 check private key:key values mismatch)

ug‘))d.o‘) HTTPS BHTTP w‘?)¢5;>]®454~5‘5;w 6)5.'0 ‘) oMOwBJ»Ag&:M‘?@;‘
1038 S |y o e Bllae b wiS

server
listen 80;
listen 443 ssl;
server name WWW.example.com;
ssl certificate www.example.com.crt;

ssl certificate key www.example.com.key;

}

@ G5 8590 Ol 5l am bl dalgs axaS aslsl o sl isen 9 YU Ol Jles! gl caz gy

D dazme (5 jlailely NGINX 0050 gy ) & y90

# Check the config first:
/etc/init.d/nginx configtest
# Then restart:
/etc/init.d/nginx restart
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Wl y o0 plosl @ cd o (6l o oS S 2l Bl by 0550 cpl T JelS FS o4 o bai> i 518
3,90 SSL S35 SliS 50y (ol Wilg sad bl o blos 4 cogas adS a5 Sloj aS Casline oy ol
555 13 ealial
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WS sl WS e bz a5 1) ol OpenSSL

ssl ciphers "EECDH+AESGCM:EDH+AESGCM:ECDHE-RSA-AES128-GCM-

SHA256 :AES256+EECDH: DHE-RSA-AES128-GCM-SHA256 : AES256+EDH : ECDHE-RSA-
AES256-GCM-SHA384 : DHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES256-

SHA384 :ECDHE-RSA-AES128-SHA256 :ECDHE-RSA-AES256-SHA:ECDHE-RSA-AES128-
SHA:DHE-RSA-AES256-SHA256: DHE-RSA-AES128-SHA256 : DHE-RSA-AES256-SHA : DHE-
RSA-AES128-SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES256-GCM-
SHA384:AES128-GCM-SHA256:AES256-SHA256:AES128-SHA256:AES256-SHA:AES128-
SHA:DES-CBC3-SHA:HIGH:!aNULL: !eNULL: !EXPORT: !DES: !MD5: !PSK: |RC4";

' Integrity
¥ Session Key
¥ Perfect Forward Secrecy
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cd /etc/ssl/certs
openssl dhparam -out dhparam.pem 4096

:ﬁool.é.':.w“o.ol.m 0 S s gl el b cpl 5l aST 6 o NGINX a4 b e o
ssl dhparam /etc/ssl/certs/dhparam.pem; |
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S ool 18 cuin Sy BB sl server cuud jo 5 Slendat Wb alex> ol blie jo g5lecwl sl
ssl stapling on;
ssl stapling verify on;
resolver 8.8.8.8 8.8.4.4 valid=300s;
resolver timeout 5s;
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openssl s client -connect example.org:443 -tlsl -tlsextdebug -status |

2,5 deolys osalive pj & jge 4l uly

OCSP response:

OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: 99E4405F6B145E3E05D9DDD36354FC62B8F700AC
Produced At: Feb 3 04:25:39 2014 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 0226EE2F5FA2810834DACC3380E680ACE827F604

' DHE key-exchange
¥ Certificate Revocation List
" Online Certificate Status Protocol
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Issuer Key Hash: 99E4405F6B145E3E05D9DDD36354FC62B8F700AC
Serial Number: ClA3D8DO0D72FCE483CD84759E9ECOBC

Cert Status: good

This Update: Feb 3 04:25:39 2014 GMT

Next Update: Feb 7 04:25:39 2014 GMT
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\OCSP response: no response sent |
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DS )5 LU Les col b

S aslal g o B jlserver cwnd o 1) 13 jeiws WL HSTS g3le Jleé sl

add _header Strict-Transport-Security "max-age=63072000;
includeSubdomains; ";

ClickJacking 3l g wSol> #—Y
3579 wrleee S (sly Ol nl g 00 g o Jansgi canslin el oyl Jlol poe e 4,
ool 45 Slalos 00 sals )18 T o IFrame o & jg0 4 dilabus (ol 45 g ammin o b LG o s
Y S L oas sols 3 Bua colw ] 4o a5 IFrame alos> ol yo .ules 1,21 5 >,k 1, ClickJacking
wled SIS waz Y Gl g5y » U ogdige i SbE )5 5 0sb e Slety prlee Lawg sai 8
M‘?L’ ).3)[55 éw‘s‘o r:L?u‘ .))L) )‘)9 m‘}l U"‘ R2y® FLy 6Frame S92 gw)o d.’y U”‘ SS9y 2 &..15
X-Frame- ol w seg poe aas oo pboul (o5l a3l colo i) Gas cols s, 5 1, Jbos!

w‘ Lg).:.\.\w] u.:‘ ¢9.>3 OMOQL\..; HTTP é.wL: LgLibMT).w )O OptlonS

G, 8 5IServer cund 1o p3 jeiwd Wb de> cpl blae ;o NGINX 00i2d g s (55w oyl 51y

D gl aslsl
| add header X-Frame-Options "DENY";
" HTTP Strict Transport Security
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http://nginx.org/en/docs/http/configuring_https_servers.html
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https://raymii.org/s/tutorials/HTTP_Strict_Transport_Security_for_Apache_NGINX and_
Lighttpd.html
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