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HTTPS ol gjlujs Y

Iy abg e Jlusuws a..oljsmlgf Qb lasl SS9, Q—.’.‘ 3 eslawl g HTTPS OADS gt § gt (S, sy
ol s 8lsF 185 (05 a5 |, Tlashoss LS L) oS il peine | (CA) ol 50 5
oKizils GLJ 0dSid gl dawgi ouls &l 5138 a4 adle e e ol Ho ping Oledlbl gl aS cl

RVELIPPES JURR N -SSRV ISP VUL 0N B P
http://apa.aut.ac.ir/?p=971

Laok-3g algf colw 1Y
HTTPS g4 5l Glbly )l lask-oss 2155 S 5l oolasnl g adgi b )18 g0 4558 45 oS o0 )l L) o
5,5 ,1,8, WorldClient s

oS g0 Sl 1) Web & IM Services uw ¢ Setup 433 1ol Jlgs jo )

£ web & IM Services

=N WDrIdCIient P — whorldClient [web-mail]

. wieh Server W orldClient is dizabled
o551 B HTTPS ' worldClient runs using builk-in web server
s ComAgent & IM ; .
J € WwiarldClient runs using external webserver (115, Apache, ete)
Calendar
o RelayFar
= Options Fiun ‘WorldClisnt server using thiz TCP port I 3000
[ Webfdmin (web confiquration) . .
.. Attachment Linking b axirnumn number of concurent sessions I 200

Sezzionz not composing a message expire after I 20 inactive minutes

Seszions composing a meszage expire after I 120 inactive minutes

¥ Cache HTML templates to increase web server performance
¥ Use cookies ta remember logon name, theme, and other properties
¥ Require IP persistence throughout ‘WaorldClient session

¥ Uze HTTP compression

Bind “WorldClient's web zerver to these |Ps/portz only. Separate multiple
wvalues with commas. Leave blank to bind ta MDasmon's P list.

Resztart “WorldClient |

Ok I Cancel | Apply | Help |

5 &30, 35" sk oo (69,190 il oo L] 5o 9 oS o0 Sl SSL & HTTPS w57 Y

2,505 1y ol pb

' Certificate Authority
¥ Self-signed

. . . (sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
. . . Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
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£ Web & IM Services

Accept the Faollowing Connection Types

= Worldclient {web mail)
Web Server " HTTP anly ¥ HTTP and HTTPS HTTPS part | 3001

 HTTPS only  © HTTP redirected to HTTPS

Corndgent & IM
Zalendar

- RelayFax
- Options Subject | ssuer | Expiration date |
[ Webddrmin {web configuration) ] WINAESS2AVP. .. WIN-AESSZANMPSO 1/28/2026

- Atkachment Linking

Hast name [ex; we.aln.com) Imail.apa. loc:al Delete |

Organization / company name IMcompan_l,l

Alternative host names [separate multiple entries with & commal

Encrpption key length |1EI24 vI

Country / region IUnited States US j

Create certificate | Hestaltwebsewerl

Ok I Caticel | Apply Help

S5 ol |y i 550 2165 g5 oo Create certificate a3 ol b Y

£ Web & IM Services

HdClient (web mal) Accept the Following Cannectioh Types

weh Server " HTTF anly & HTTP and HTTPS HTTPS patt | 3001

= Wo

EEIL_“?;BTHT; ™ = HTTPS anly " HTTP redirected to HTTPS
Calendar
- RelayFax
i LeOptions Subject |ssLiEr E npiration date
+- WebAdmin (web configuration) nail.5 : na al 4
‘.. Attachment Linking [ wWiIN-AESS290WP.. WIN-AESS290VPS0 1/28/2026

Huast name [ex: wie.altn.com] Imail.apa.local Delete |

Organization / comparny name IMc:ompany

Alternative host names [separate multiple entries with a comma)

Encryption kep length I 1024 A I

Caountry / regioh IUnited States US j

Create certificate | Hestartwebsewerl

Ok I Cancel | Apply Help

(b simel @ols> g s ppdperl (sl dlael ¢ Sy o Jloy ABT) U iy 5550
pow Al = 1S el xio oSl dimg Ciglee Glabls — HgVL dx oS S = pandg ol o I SYL - ies
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i
€ Security Settings - MDaemon e
B Security Settings [Tl Erable S5L, STARTTLS, and STLS
- Sender Authentication E riabla the dedhcated S5 poits for SMTR. IMAF, POP3 sarvers
%) Screening EMTF server sends mal usng STARTTLS when posabls
= %5 B TLS SMTP serwer requees S50 on M5A pord
DromariPOP AMutiPOP serveds use STLS whenaver passible
WarldChent fweb mal)
Remaote Administration Select carlificate bo use for 551
STARTTLS Whate List
STARTTLS Required List Subpect |zt Exepiration date
& Other [ example. com AT Coam e, A 11 ]
Croste certificate Flestart servens Dheber

[ ok J[ concel [[ oo |[ Heo |

STLS g STARTTLS SSL gjlw Jlzd o
@ B Lad 55w 43S (nl g3y 2 S Lol SSUITLS S5, (5l Jled (sl 43S 0l
Iy 095 ,hai 0,90 anli 2168 Wb el a8 () Ol 5l oy g 09y wwlgs SSLITLS 51 sz,
S Sl abgy o e S

POP3 3 IMAP SMTP gls s g pu (12 sobasis| SSL o yg1 omass o
5 Sl POP3 5 IMAP SMTP (sl g 4 colaiz! SSL slacs g anazs glp an3S o0

el 3 O ygo 4 g Slandas 4y bgy e aoran

(b simel @ols> g s ppdperl (sl dlael ¢ Sy o Jloy ABT) U iy 5550
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oS ool arino AR
(WSS b)

5 Server Settings - Ports (===
SMTF, DDMRA, & M54 Ports
= Sercer Semtings
Dielpeery SMTP mbourd port 75 SMTP cutbound poit i1
Sapsers M54 inbound port 547 DDMA inbound post R
(Ports| SMTP 551 pat 455
DhS
IPvb
Binding POP & IMAP Poats
Timeouts POP irbound port 110 POP outhound port 110
Sassions IMAP inbound port 143
Kail
§ s FOP $5L port 53| IMAP 551 por 333
Archiving
Pruning E
Uniknawn Mail Other Ptz
Message Recall VNS outbound port 53 LDWP post k-
Dhormam Sharing Rl e 1000 Minger post 1058
Prionty Mal
IP Cache
Header Translation Flehum poit seltings 1o delsults Bind o new poit valies now
Drefanlt Signatures

Publec £ Shared Falders
& DomainP OF
= RAS
# LDap
w- Loaaing

ok J[ concel |[ 2oeb |[ Heb |

HTTPS/SSL 3l solisw! g1y anli oalg5 olis! o
Slply o9 a0 a0 an 38 aulen U ogd oo ools isled Lad SSL sladal 2lsS ccaand oyl 5o
DS ol MDaemon oola!

aol pleS coln o
ol | 355 55 590 SSL asli_alsS auilss o Loty Ly o

I

Create 550 Certificate

Certificate Details

Host name [ex: we. altn.com] mail. example. com

Organization # company name Alt-H Technologies

Alternative host names [zeparate multiple entries with a commal

Encryption key length [2048 v]
Hash algarithrm [ SHAZ - ]
Country / region | United States US -

[ Q. ” Eancel]

(b simel @ols> g s ppdperl (sl dlael ¢ Sy o Jloy ABT) U iy 5550
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SMTP/IMAP/POP cla 5, b5 oS S Restart Servers 455 g, » Vb JS& oSS 5l o

oS ool (arin0 OUSNS
(s )

GSlloly Wl oodiand jugyw g ploul aol 2165 o yosi aS Jley o adly jo Wigd Sasxe (gjlailel

P15 3900 310 31 o yolo AIgF f ooliiwt  Y—Y

Microsoft ;| oolawl b aule o wulaid & ald jooe 5,0 5l el pleS S 8
&lyp aups Jlast MDaemon soliiwl 8,0 algS 0,53 idw 4 1, ] Management Console
s plxl 1) 05 0 190 Wl 0050 cnl ploxil

SIS OK (59 § dumugo dbbogy o Cod jo 0 1,"'mme /" 4 asg 0 Start » RUN... v 4 )
A9, File » Add/Remove Snap-in... yewe 4 a5 o, )0

23S SIS Add 65,

S SUS Add e g Certificates s,

S SIS Next (gg, (w9 ol |, Computer account

S SIS Finish g5, (e 9 sl |, Local computer

28T S5 OK e 5 Close s,

sl 2l gl ass SIS Certificates uw g Personal 433 59, <o Cuows 02y 4o
(oS ol | Trusted Root Certification Authorities cead wsb dLask-s4>

> <X v & 4 1 4«

SAS Next g9, (s 9 9, Action » All Tasks » Import... e 4 Jol 50,0 4
KWLy

iy ol 1y an oo e 5 00,5 Sl 1, 5 550 alsS L6 ) -

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
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SSL/TLS JSig gt coof gtia St

003 gy 03l (1 VWY g5 5909 ;0 1, SSLITLS SS9 (el (60,8 (K55 (2 5o
@ G5, slapi ol (S 03,5 Ll Gezmen (63,190 oS (o0 Ol MDaEMON Sy 2SIl gy
585 SSL palls eloaias (g5l Jlab e LOGIAM 5 CRIME FREAK & apts o LialS jshiio
Ol Iy HSTS (g5lu Jled 5 wisS o Jlozy Forward Secrecy (FS) 5l a5 98 sla s, s, 0,5
Slandats g el joaing 4 (o SSL g 0,5 o2l,8 51y MDaemon as” el ,§8 LB oS 0
Ol VoY gm0 9 5o |, SSLTLS SSg 5 (el (g8 aelol jo ans oo 18 ool 3550 1) 59000

S (s
by jslaie (par a5 (6 lp) & ol oo 395 00a83 gy SSLITLS JSSg el Condg (ono 2 512

WSS axsl e o S8 s ol jo gead (b S il s oRils b T eaSiiagh
https://sslcheck.certcc.ir

SSLV3 gSSLV2 ;48,5 Jlad s V-V
oS oo 15 Dygo ds el ol b e (sl aigd Jled e b g oius (el SSLV3 4 SSLV2
S 5L (Runas administrator) yoe cw saws & 00 4 | Registry Kol g oz )

19 ) e &0y cpl 3 Y
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\Protocols\

g Registry Editor = [ = -

File Edit View Favorites Help
. PCW ~ || Name Type Data

| PnP 3] (Default) REG_SZ (value not set)
. Power

. Print

i | PriontyControl
. ProductOptions
|> . SafeBoot

. ScEvents

|> . ScsiPort

i || SecureBoot

I>- | SecurePipeServers

4.l SecurityProviders

) SaslProfiles

4- || SCHANNEL

- 1. Ciphers

CipherSuites

Hashes
KeyExchangeAlgorithms

. Protocols

: -0 SSL2.D
i) Whigest
. ServiceGroupOrder
I+~ |, ServiceProvider
|> . Session Manager
ol SNMP
i | SOMServiceList
bl Srp
‘ol SroFstencionConfin -

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Control\SecurityProviders\SCHANNEL'\Protocols I

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
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PR
()

S SUS New > Key (g5, (s 5 08,5 ol y SIS Protocols g9, Y

File Edit View Favorites Help

Dl, PCW ~ || Name Type Data

b PnP ab) (Default) REG_SZ (value not set)
bl Power

|> . Print

..... | PriorityControl
i | ProductOptions
|> | SafeBoot

. ScEvents

b ScsiPort

i L SecureBoot

p . SecurePipeServers
4 . SecurityProviders
: - 1 SaslProfiles

. SCHANNEL

-

. KeyExchangeAlgorithms -
PRI Collapse l
+[i WDigest I MNew » IKe_',r
- . ServiceGroup! Find. =
[~ . ServiceProvid Ennoliais
D || Session Mana Delete Binary Value
E L SMMP Rename DWORD (32-bit) Value
o SOMServicel Erpor QWORD (64-bit) Value
bl Sp .
| SemExtenciond Permissions... Multi-5tring Value
Computer\HKEY_LOCAL_MACHINE\SY T s Expandable String Value 5 A

sems )3 "SSLB.O" 1, T b ¥
»A.:.»S M New > Key S99 oé; C.u.u‘) gi».lSSSL 3.0 K9y D

File Edit View Favorites Help

- PCW - ||| Name Type Data
PnP 3.'.’] (Default) REG_SZ (value not set)
Power
Print
J PriorityControl
J ProductOptions

4
]
b-db
b
-
ph
. SafeBoot
&
ph
e
yh
b

. ScEvents
! ScsiPort
. SecureBoot

- 1 SecurePipeServers
J SecurityProviders
i | SaslProfiles
4|, SCHANNEL

| KeyExchangeAlgorithms
4- |, Protocols

bl SsL20

i . SSL3.0

i ]l Whigest T |
e SemceGrou.pDrde New N I Key
I | ServiceProvider =
1+ | Session Manager fnd String Value
I L) SNMP Delete Binary Value
= SQMServceList Rename DWORD (32-bit) Value
[ Srn

ORD (64-bit) Val
Computer\HKEY_LOCAL_MACHINE\SYSTEN Export CLIEL AN S L3.0
- - Rl Strina Walna J

(s b ststol @l g g pacgnl (sl sliel ¢ Sl ¢ Sy BT) LT dmgy 3550
Py Al = o8 el Jintio ol (pdingy Cglae leiblo = 5oVl S i = puandy ol I SVL - ol
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R oS ool (o OGNS — BT (g3 35 w0

S g ino 0SS
()

o 1,8 "Client" |, 1oL #

s 18 "Server” Lol |y T el g 00,5 1S5 1,0 al> o 0 )bgo
.%9,» New > DWORD (32-bit) Valug peo 45 9 00,5 cewl, SIS Client g9,

File Edit View Favorites Help
a j SCHANMEL ~ || Name Type Data
|, Ciphers alf| (Default) REG_SZ (value not set)
1 CipherSuites %% DisabledByDefault REG_DWORD 0x00000001 (1)
| Hashes
| KeyExchangeAlgorithms
4- | Protocols
Bl SSL2.0
4., S5L3.0
L | Serve Expand
.| WDigest | New 3 Key
. ServiceGroupOrder Find... String Value
- | ServiceProvider . & .
|- |, Session Manager clete ey vaue
bl SNMP Rename DWORD (32-bit) Value
| SOMServicelist Export OWORD (64-bit) Value
bl Srp (AT o T Multi-String Value
- |, SrpExtensionConfig Expandable String Val
[~ L. Stilllmage Copy Key MName T pandene Sing Yaue
[~ . Storage I
aMen T - " H " 1 .
Sapo 18TV T laae g DisabledByDefault™ |, o1 oL A
8 Registry Editor -|a] x
File Edit View Favorites Help
|> e ~ || Name Type Data
[~ PnP ab ault] REG 57 K
Di;abledByDefaul't REG_DWORD (00000000 (0)

Value name:
[ DisabledByDefault

Base

o

O Decimal

. Ciphers

, CipherSuites

. Hashes

i | KeyExchangeAlgorithms

4 . Protocols
b0y 55L20
41 S5L3.0

'

1 Server

- || WDigest
ServiceGroupOrder

-y
I~ | ServiceProvider
I | Session Manager
b Ll SNMP ¥

Computer\HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet\ Control\SecurityProviders\SCHANNEL\Protocols\S5L 3.00Client

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ol ko oKy pdngy Cglas el = gVl dagS (s = pandy ol oz | SVL - ol
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R oS ool (o OGNS — BT (g3 35 w0

S g ino 0SS
()

29,0 New > DWORD (32-bit) Value o 4 g 00,5 cowl, SIS Server g, . -

File Edit View Favorites Help

4- || SCHANNEL ~ || Name Type Data
1. Ciphers gﬂ(Defaurt) REG_SZ (value not set)
iy CipherSuites 1%|Enabled REG_DWORD 0x0000D00O (0)
i | Hashes
| KeyExchangeAlgorithms
a -1, Protocols
bl SSL20
4]} S5L30
. Client
i L Server
- ) WDigest Expand
- |, ServiceGroupOrder I Mew » Key
[ ServiceProvider Find... String Value
[ - . Session Manager
|'> 1. SNMP Delete Binary Value
1. SOMServicelist Rename
by Sp Emam: QWORD (64-bit) Value
-l SrpbutensionConfig Permissi Multi-5tring Value
b1l Stilllmage Ermissions... !
l‘> || Storage T Ty B Expandable String Value
|‘> |, StorageManagement Il :

- ".H ‘

RV , ol Jlaie o " Enabled" 1, T o .\

g Registry Editor = [ =] =

File Edit View Favorites Help

|> e ~ || Name Type Data
[~ PnP ab ault] REG 57 K
Enabled REG_DWORD (00000000 (0)

Value name:
[Enabled

Value data: Base

o

O Decimal

. Ciphers
, CipherSuites
. Hashes =
i | KeyExchangeAlgorithms
4 . Protocols
b0y 55L20
4.1 55L3.0
: Client
- || WDigest
- |, ServiceGroupOrder
I~ | ServiceProvider
I | Session Manager
b L SNMP hd

Computer\HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet Control\SecurityProviders\SCHANNEL'\Protocols\S5L 3.00Server

QS dazme (gsladlely 1) Jeag NY

SSL "1, o1 pb oF al oy ol p3Y Jaid osS Jlad e o0 |, SSLV2 0l co oyl (o 4 id> i
o 1,8 "2.0

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py Ao = oS ol ko oKy pdngy Cglas el = gVl dagS (s = pandy ol oz | SVL - ol
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o (585 30 5 S 98I (53w S i Y-V
Sl K0, il Jd e g 698 6,55, lapi o5l 5l eolannl Glp 1y pj Jolpe 09d oo Slpiin

RIS REES4 P JE VR T SUERS 3| S RUI PV NS T PUITL | ISV IV IPL SR VIS L AR WS JU- S

S 56 (Run as administrator) ,oe cwyiws &jee 4 1) gREdIt.mSC o,y )

19y g e by Y

Computer Configuration >> Administrative Templates >> Network >> SSL Configuration Settings
S SIS 5 5 0590 (6,550, (slopis oSl ol g yekaie 43 SSL Cipher Suite Order g4, .Y
)30 Sy lde gad 9 eonl 5l i 905 walys Joud 1) 2ol 1023 s Kdsl g o5 0 azgs
S sos &8l Joud
ool (1 o Sleiiun (slos K30 s ;i 5 S0 41y 5T (b pdy 3550 slags K5,
(2012 R2 )5, 559505 9 AS) joaig 5o o

TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256_P256
TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384 P384
TLS_ECDHE_ECDSA WITH_AES 128 _CBC_SHA_P256
TLS_ECDHE_ECDSA WITH_AES 256_CBC_SHA_P256
TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256_P256
TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384 P384
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256_P256
TLS_ECDHE_RSA WITH_AES 256_CBC_SHA P256
TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256_P256
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 *

TLS_DHE_RSA WITH_AES 256 GCM_SHA384 *
HSTS auT g 038 5 ailot ¥V

asilyy HTTPS S5, U L ba 59 10 a8yl (sl aiS” Jlsd |, THSTS S5 il Loty (86l & j90 4o
DS 5 LU Les cols b

S ol |, 'HTTP Response Headers' ¢ o.ss™ 56 1, 11S Manager o s .\

Y HTTP Strict Transport Security

. . . (cs yoloo (sistel @lga g Wois ppdyaml (sl Slel o Slosiy o Sl 2BT) LT (img 55 5o
. . . Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol

B
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e Default Web Site Home

1 48 Default Web Site

Filter: - ¥ Go - (g Show Al |Groupb3,-.

R 4 5 P @

Authentic... Compression  Default Directory
Document  Browsing

Error Pages

i o
&l e
Modules Qutput
Caching

Logging  MIME Types
Respense

Headers

@

SSL Settings

Management

Configurat..,
Editor

=
1
Handler
Mappings

="

- =
Request
Filtering

[ Festures View |15 Content View

Open Feature

Explore
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