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lcat your domain name.key your domain name.crt > your domain name.pem |

Lighttpd (gus S S8 sl g .Y
el Glo 2I§5 0,u; L1 "DigiCertCACI" a5 oS a5 oS

var.confdir = "/etc/lighttpd"
SSERVER ["socket"] == "15.15.15.15:443" {
ssl.engine = "enable"

ssl.pemfile = var.confdir + "/your domain name.pem"
ssl.ca-file = var.confdir + "/DigiCertCA.crt"

server.name = "your.domain.com"
server.document-root = "/my/document/root/"
}

callae o So b 6,518 K L var.confdir (/etc/lighttpd) o oS Jol> o lobl
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| # /etc/init.d/lighttpd restart
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e /etc/lighttpd/lighttpd.conf
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ssl.use-compression = "disable" |
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ssl.cipher-list = "EECDH+AESGCM:EDH+AESGCM:ECDHE-RSA-AES128-GCM-
SHA256:AES256+EECDH: AES256+EDH : ECDHE-RSA-AES256-GCM-SHA384 : DHE-RSA-
AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256: ECDHE-RSA-AES256-

SHA384 :ECDHE-RSA-AES128-SHA256 :ECDHE-RSA-AES256-SHA:ECDHE-RSA-AES128-
SHA:DHE-RSA-AES256-SHA256: DHE-RSA-AES128-SHA256 : DHE-RSA-AES256-SHA : DHE -
RSA-AES128-SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES256-GCM-
SHA384:AES128-GCM-SHA256:AES256-SHA256:AES128-SHA256:AES256-SHA:AES128-
SHA:DES-CBC3-SHA:HIGH:!aNULL: !eNULL: !EXPORT: !DES: IMD5: !PSK: |RC4"

OSen OPENSSL 5 casa8 glaaseus .ol ooy 1,8 Cuglgl (o 1) "‘3)515" o2l 3 |, PES a5 oo ;65
gz i |, Y slas 550 51 odans
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cd /etc/ssl/certs
openssl dhparam -out dhparam.pem 4096

1aiS solil | yela 0 ST s gl b el )b cpl 5l aS 0 oS5 lighttpd 4 b s 4
ssl.dh-file = "/etc/ssl/certs/dhparam.pem"
ssl.ec-curve = "secp384rl"
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e /etc/lighttpd/lighttpd.conf

server.modules += ( "mod setenv" )
SHTTP["scheme"] == "https" {
setenv.add-response-header = ( "Strict-Transport-Security" =>

"max-age=63072000; includeSubdomains; ")

}

S daze g5laslel, |y Lighttpd s o
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| /etc/init.d/lighttpd restart |
' DHE key-exchange
Y HTTP Strict Transport Security
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ssl.use-sslv2 "disable"
ssl.use-sslv3 = "disable"
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1 https://redmine.lighttpd.net/projects/1/wiki/docs_ssl
2 https://www.digicert.com/ssl-certificate-installation-lighttpd.htm
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4 https://raymii.org/s/tutorials/Strong_SSL_Security_On_lighttpd.html

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py b = oSyl inico oKy (g Coglae ol = 55Vl 425 i = peandy ol)slex S| VL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/
https://redmine.lighttpd.net/projects/1/wiki/docs_ssl
https://www.digicert.com/ssl-certificate-installation-lighttpd.htm
https://raymii.org/s/tutorials/HTTP_Strict_Transport_Security_for_Apache_NGINX_and_Lighttpd.html
https://raymii.org/s/tutorials/Strong_SSL_Security_On_lighttpd.html

