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$ keytool -certreq -alias jetty -keystore keystore -file jetty.csr
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DS (5,135, JSSE keystore

keytool b asl ales g o5, 1 —¥—Y

Al 2ls8 G 5 jgiws 0uS (6,105 L keystore ;o 1) asl lsS S keytool ;leslaiwl b aslys oo Lais
&S oo (5,135 ,L JSSE keystore g,0 jetty.crt L o |y PEM ¢ ,la5as' L

$ keytool -keystore keystore -import -alias jetty -file jetty.crt -trustcacerts

' Certificate Authority
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$ openssl x509 -in jetty.der -inform DER -outform PEM -out jetty.crt
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$ openssl pkcs12 -inkey jetty.key -in jetty.crt -export -out jetty.pkcs12
Sygeo 4 |, PKCS12 L1 wub (casl Slo CA G Leis CA ST Bg) 0y )lo by 2168 51 (slo yuzey Lo (ST
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$ cat example.crt intermediate.crt [intermediate2.crt] ... rootCA.crt > cert-chain.txt
$ openssl pkcsl2 -export -inkey example.key -in cert-chain.txt -out example.pkcs12
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$ keytool -importkeystore -srckeystore Jetty.pkcsl2 -srcstoretype
PKCS12 -destkeystore keystore
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Keystore owyws Copoe @

Truststore  owiws Copoe @

Excludes / Includes cucd & b 5l JSSg, olsl copoe o

Excludes / Includes <o & ,b 5l s 55, ol copan @

OCSP' sloxa, o

9 °

—wlwe 1, SslContextFactory ,Sog> &yee a4 http2 4 https gl ool &I sla Jg5le
DS oo Colae Caw s gz 4o | ServerConnectors 5 wuS oo wwas SsiConnectionFactory

i ol 5 e

$ cd /path/to/mybase

$ java -jar /path/to/jetty-dist/start.jar --add-to-start=https
INFO: ssl initialised (transitively) in
${jetty.base}/start.ini

INFO: https initialised in ${jetty.base}/start.ini
INFO: Base directory was modified

$ 1s -1

drwxrwxr-x. 2 user group 4096 Feb 2 11:47 etc/
-rw-rw-r--. 1 user group 4259 Feb 2 11:47 start.ini

$ 1s -1 etc

-rw-rw-r--. 1 user group 3697 Feb 2 11:47 keystore

alal ) o Ll gl g0l oals ylo Sledais a5 5 5 anles cdwlive (S ) |, Startini Lais a5 Sl
Sl 00l 28 5 L5 o SslContextFactory aJsl Jsol (gou S b
oS 2 Ol 25 50 ) lesT 5 =

jetty.ssl.host
RN RN g YGL;,!) 4z 53, WL SSL/TLS slaonins Jlas! aSy) sun, S

jetty.ssl.port
Q2o 13 heS e az (59, Wb SSLITLS sleoains Jlas! asiol gun Sy

jetty.sslContext.keyStorePath

QS oo meai ) aules S g0,y 03 IS L |, T L a5 keystore S
jetty.sslContext.keyStorePassword

&S oo pedais keystore sl 1, e e,

' Online Certificate Status Protocol

" Interfaces
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oolinul oS oo ol |y (6 )K50; slopia )58 51 ooliud (g3l Jlad ot g Jud (SigSzr Ceond il 50
Olsie g Jlab g wul a5 aidli o oo pdical s )55, slaSisy 5 ek Sl S p
S 1) 65, ot o8l 5l o laegeze b sl @Y BEAST ale> 5l 6 xSl sl Jle
e ,sXl 385 b auly oo setExcludeCipherSuites 4 setincludeCipherSuites ,giws ¢ ;o
Slge al B agyls jls SToaues j13 oslanal 550 1) ol (sl e &l jlie (rizron 9 IDK o (65555,

g plol SslContextFactory sous S sl XML LB G 50 olg0 cpl sl yigo oS s |

5,5l Cuglgl Excludes aies «auS oo 15 Includes / Excludes &l ygiws b aS™ o asrgd

b o Wilgs o) oyl (${jetty.base}/etc/tweak-ssl.xml) wsoz LB G o) )50 ol plxl sy

(sl aslas Mjetty-" Waden Ladd il axils

<!DOCTYPE Configure PUBLIC "-//Jetty//Configure//EN"
"http://www.eclipse.org/jetty/configure 9 3.dtd">
<!-- Tweak SsslContextFactory Includes / Excludes -->
<Configure id="sslContextFactory"
class="org.eclipse.jetty.util.ssl.SslContextFactory">

<!-- Mitigate SLOTH Attack -->
<Call name="addExcludeCipherSuites">
<Arg>

<Array type="String">
<Item>.* RSA .*SHAlS$</Item>
<Item>.* RSA .*SHAS</Item>
<Item>.* RSA .*MD5$</Item>

</Array>

</Arg>
</Call>
</Configure>
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Josle dawgs losl anlis 1) 0,8 sales o S |, sslContextFactory awlis cwsas> XML L !
(Gl ooy ailo 1 b Lo o ${jetty.home}/etc/jetty-ssl-context.xml 4 ssl

Ailgi oo «aiS oo ool XML wou> LB ol 5l Less ${jetty.base} a5 oS Jol> lialsl asul sl
S Lol 5 sla bl 5l elas o S laly o

o  ${jetty.base}/start.ini

o  ${jetty.base}/start.d/server.ini
$ cd /path/to/mybase

$ 1s -1
drwxrwxr-x. 2 user group 4096 Feb 2 11:47 etc/
-rw-rw-r-—-. 1 user group 4259 Feb 2 11:47 start.ini

$ tail start.ini
# Module: https
—--module=https
etc/tweak-ssl.xml

$

K98 ol Sloutid Y-V
oS o0 Sl |y Cal bl LB Include / Exclude ol jgiws b oS 6 50 gl Sloodass ¢ idu () jo

ool L) S o locizy Forward Secrecy ;1 as” s Ko, slapis 6351 plos o Jolss :Y JUio
(wﬁﬁxgbbhs

<!-- Enable Forward Secrecy Ciphers.
Note: this replaces the default Include Cipher list -->
<Set name="IncludeCipherSuites">
<Array type="String">
<Item>TLS DHE RSA.*</Item>
<Item>TLS ECDHE.*</Item>

</Array>
</Set>
iyl sl o Kse, plod 0,5 Ll ¥ JLio
<!-- Eliminate 0Old / Insecure / Anonymous Ciphers -->
<Call name="addExcludeCipherSuites">
<Arg>

<Array type="String">
<Item>.*NULL.*</Item>
<Item>.*RC4.*</Item>
<Item>.*MD5.*</Item>
<Item>.*DES.*</Item>
<Item>.*DSS.*</Item>

</Array>
</Arg>
</Call>
Sgb b né il g Canl oad 4Lt ol SSLVE w4 Y4V F Lo 51 Jlio
]<!—— Eliminate Insecure Protocols -->
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<Call name="addExcludeProtocols">
<Arg>
<Array type="java.lang.String">
<Item>SSL</Item>
<Item>SSLv2</Item>
<Item>SSLv2Hello</Item>
<Item>SSLv3</Item>
</Array>
</Arg>
</Call>

S n 5 S5l XP 3505 55, IE6 i agad (sl 550 JLail J SSLVB (05 Jlab o 1z g5

D98 6 pSolz )] p (e dlex 5 B 09 (6 S ol wilgi o TLS Yo,lbgo <l STie 51 :F Lo

‘ <Set name="renegotiationAllowed">FALSE</Set> |

S saze (glaslely 1) pkas 5500 gy ol YU Oljgiws o Olpsd 0 5 0,033 5l o Az gd

' Renegotiation
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https://wiki.eclipse.org/Jetty/Howto/CipherSuites

https://support.sonatype.com/hc/en-us/articles/213465798-How-to-Configure-HTTPS-
Cipher-Suites-Used-By-Nexus

N

https://www.eclipse.org/jetty/documentation/9.3.x/configuring-ssl.html
https://issues.sonatype.org/browse/NEXUS-7595
https://www.eclipse.org/jetty/documentation/9.4.x/configuring-ssl.html

(b simel @ols> g s ppdperl (sl dlael ¢ Sy o Jloy ABT) U iy 5550
Py Ao = oS ool ko oKl (pdingy Cglan (el = gVl dagS (s = andy ol lea S| YL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/
https://wiki.eclipse.org/Jetty/Howto/CipherSuites
https://support.sonatype.com/hc/en-us/articles/213465798-How-to-Configure-HTTPS-Cipher-Suites-Used-By-Nexus
https://support.sonatype.com/hc/en-us/articles/213465798-How-to-Configure-HTTPS-Cipher-Suites-Used-By-Nexus
https://www.eclipse.org/jetty/documentation/9.3.x/configuring-ssl.html
https://www.eclipse.org/jetty/documentation/9.4.x/configuring-ssl.html

