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1wl 3 & ye0 4 GlassFish jo Jliows asb 2le3 ols 13 >

1S A bty as a3l 5 opl o b 5l )5 0 bl 51 S
SGFHOME/domains/yourdomain/config

Sl el Jolye ol

3yl Y(CSR) aal 2155 (slael Cuslgs 0 S

25 Jloyl 2lsS j900 5550 421, CSR
S 0l |y 055 oas Lasl el oalsS

& v 1

o ol 1) Glassfish (¢ 9,0 Olendass
,I5 Glassfish ;o 59290 KEYStOre (g, » auilss o lois ool |y 095 cogas odS aups o5l dacyl jo
A8 5y Glassfish 4 bgs ,e keystore jo 1, o] w5 9 3les dso> keystore G oulgs o b oS

(000,S 3dgi ] lawg | cogad alS g sl as keystore G Lo « i Sl (gl

cd~

mkdir ssl-stuff

cd ssl-stuff

keytool -keysize 2048 -genkey -alias yourdomain.com -keyalg RSA -dname
"CN=www.yourdomain.com,0O=Your Organization,L=Your City,S=Your State,C=Your
Country Code like US, CH or TR" -keystore keystore.jks -keypass changeit -storepass
changeit

yedalS laie 4 ‘changeit’ 51lo ¢y jgiws jo .l ool adgi keystore jks L o sogas oS Y=
oS oo oolaiul Keystore g.cdaolS g auls

keytool -certreq -alias yourdomain.com -keystore keystore.jks -storepass changeit -
keypass changeit -file server.csr

' Certificate Authority
¥ Certificate signing request
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e server.csr

Sl 00l Lasl 4ol o2ls3 il ;o 5 o255 jeae STy 5l S 4 server.esr L yoliw,d am al> e
o sanled S pSl Sy ol byl 515 siie Lo asels WhoiS s JLos a5 818 ;900 351,
S5 97U g oy 510058 o Jlo ) S S s oyo ] el | o0 Liaal aal _oolgS cosS o |
S b oS winlgs o Lo 5l g @DCd123 wile) aras o )8 Lt JLs] j0 oS G Loy T ol ailas 04
2 Slgome b crizmed g) 0usS oloul Sl U b Ml asin G aSol b g oS ablol oS o1 b acals
(S Lawgi ouls

S b, BB g Wb Lok Yaors « 2lsS 900 35 10

yourdomain.com.crt :35. oo (5,135 60 a3l Yaoro a5 1) 095 0als Laol auli 2lsS @
(DS o Jlo)l 1y Slo (sloasli lsS

ol Glassfish 4 Lgs o kestore o solazwl )50 keystore 0,5 o g o al> o

keytool -importkeystore -srckeystore ~/ssl-stuff/keystore.jks -destkeystore
SGLASSFISHHOME/domains/yourdomain/config/keystore.jks

Tl )0 sl ool Laal asli 218 10,5 ol g plocl KeyStOre (g9, » b a4 ol al> 1o 9351 o2
0S5 5,1 Glassfish 4y L, o keystore ;o 1, acl oalss aiy, b L

cd SGLASSFISH_HOME/domains/yourdomain/config keytool -import -v -trustcacerts -alias root
-file gd_bundle.crt -keystore keystore.jks -keypass changeit -storepass changeit

DS 0 )lg 1y 095 ool Laol asl  2le3 s
keytool -import -v -trustcacerts -alias yourdomain.com -file yourdomain.com.crt -keystore
keystore.jks -keypass changeit -storepass changeit

bl 4l cpl dd (65 Wb Lok .l 00l slas keystore & by o i >

keytool -list -keystore keystore.jks

Keystore-Typ: JKS
Keystore-Provider: SUN

root, 03.06.2011, trustedCertEntry,
Zertifikatsfingerabdruck (MD5): XX:XX:XX:XX XX XX XX XX XX XX XX XX XX XK XX XX

yourdomain.com, 03.06.2011, PrivateKeyEntry,
Zertifikatsfingerabdruck (MD5): XX:XX:XX:XX:XX XX XX XX XX XX XX XX XX XX XX XX

. . . (cs yoloo (sistel @lga g Wois ppdyaml (sl Slel o Slosiy o Sl 2BT) LT (img 55 5o
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Home ion Logout

User: admin Domain: domain1 = Server: _

Sun GlassFish™Enterprise Server v3

v There are 53 update(s) available.

Common Tasks

[& Registration
& GlassFish News
Enterprise Semver
> Applications
Lifecycle Modules
v [ Resources
>[5 JDBC
* 3 Connectors
Resource Adapter Configs
» gt JMS Resources
JavaMail Sessions
» [ JNDI
v Configuration
& JVM Settings
& Logger Settings
@ Web Container
(2 EJB Container |
‘9 Ruby Container
> gt Java Message Senice
> (3 Security
i Transaction Service
@ HTTP Senvice
> Virtual Servers
v @ Network Config
v [[5 Metwork Listeners

http-listener-1
Illlb

ﬁ admin-listener
» [ Protocols
> Transports
> Thread Pools
» = ORA

‘ General ‘ S5L ‘ HTTP ‘ File Cache

ssL EDE
S5L3: Enabled
TLS: Enabled

Client Authentication: Enabled

Requires the client to authenticate itself to the server

Certificate NickN

's1as |

er's keypair and certificate

Key Store:
Mame of the keystore file (for example. keystore jks)

[

Mame of the trust management algorithm (for example, PKIX) to use for certific:
path validation

Max Certificate Length: 5

Maximum number of non-selfissued intermediate certificates that can exist in:
certification path (valid only if Trust Algorithm is PKIX)

Mame of the truststore file (for example, cacerts_jks)

Trust Algorithm:

Trust Store:

Cipher Suites

If no cipher suite is added, ALL cipher suites will be chosen.

| Available Common Cipher Suites: ‘ | Selected Common Cipher Suits

SSL_RSA_WITH_RC4 128 _MD5 -] Add=
SSL_RSA_WITH_RCA_125_SHA Add All =>
TLS_RSA_WITH_AES_128 CBC_SHA

- . T = oy < Remove

SSL_RSA_WITH_3DES_EDE_CBC_SHA
<< Remaove All

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py b = oSyl inico oKy (g Coglae ol = 55Vl 425 i = peandy ol)slex S| VL - ol
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oylo 1) SSL3
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QS dazme (glaslely | aills @
ca g pedas Jl 0 Ll 51 logass «wl SSL3 0,5 Jled e slp ol o]y Yol g, o]
ol |y Sleadass 510 g0 g0 add Lads wya> GlassFish G coal 8o (o .auil wsa> GlassfFish S
WS (S gl 1 a9 Slesdats Wl e 0ud ile Wiz 3590 58 5 0SS

domain.xml il pwg:pes oigy Y—V—Y

ax o o lids ol Lot 51 Lol el jonuzm (ooS aals Slaglass L5 5,k 51 SSL3 o5 Jleb e
il ansls goby Slakass slaeg S L HTTPS

acgezmap; 5o |y ol il e a5l domainxml Ll e o] Jlis 4 L a5 LB
655 pls 8GF_INSTALL oS oS oo $GF_INSTALL/glassfish/domains/$SDOMAIN/config
Ol 28 i pb) sl Lads asls o6 SDOMAIN 5 0o S s ] (59, » |, GlassFish a5 el
o2 451> S @Bgia 1) 095 aials a5 el s ( BB iulg 4y £4,0 5 S ax ST .(Cuwl domaind
Obog> lads 289 a8 wiS Jlesldomain.xml LB o9, » Sl s ol ) il Jlad o jliman diols a5
als Lot ol 850 ol SKos cdwind a3 8590 Sl Jlasl Jb> o

i oo Lo &5 63 (SS9 p ol (S jo el http-listener-2 HTTP oasSogiss 6,8 i U
il oyl s Yoo

<protocol name="http-listener-2" security-enabled="true">
<http max-connections="250" default-virtual-server="server">
<file-cache></file-cache>
</http>
<ssl classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl"
cert-nickname="slas"></ssl>

</protocol>

O Sygo ol 4 aS S adlsl <ssl> sl o | ssI3-enabled=false SSL3 55 Jld e ol

sl e
<protocol name="http-listener-2" security-enabled="true">
<http max-connections="250" default-virtual-server="server">
<file-cache></file-cache>
</http>
<ssl ssl3-enabled=false
classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl" cert-
nickname="slas"></ssl>
</protocol>
. . . (sl (sistel @lyn g syl sl dbal ¢ Sl ¢ Sy 2BT) LT ctimg3, 3950

Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5

] 1 o 4k = oS ol i oSS gy gl plaibo = j5¥l a5 = el i 5 5V e
] ]


mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

H”'WD@'G—QT@“SQ;}O

D

oS ool (arin0 OUSNS
(s )
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<iiop-listener address="0.0.0.0" port="3820" id="SSL" security-
enabled="true">
<ssl classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl"
cert-nickname="slas"></ssl>
</iiop-listener>
<iiop-listener address="0.0.0.0" port="3920" id="SSL MUTUALAUTH"
security-enabled="true">
<ssl classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl"
cert-nickname="slas" client-auth-enabled="true"></ssl>

</iiop-listener>

b s ) Ojee 4 b as

<iiop-listener address="0.0.0.0" port="3820" id="SSL" security-
enabled="true">
<ssl ssl3-enabled="false"
classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl" cert-
nickname="slas"></ssl>
</iiop-listener>
<iiop-listener address="0.0.0.0" port="3920" id="SSL MUTUALAUTH"
security-enabled="true">
<ssl ssl3-enabled="false"
classname="com.sun.enterprise.security.ssl.GlassfishSSLImpl" cert-

nickname="slas" client-auth-enabled="true"></ssl>

</iiop-listener>

lod S Jled e oausS Sgil 90 o 311 SSL3 L g

Loty el 00,8 Jlad e «landas 09,5 90 12 (5, » o 9 DYl (69, p o2 |, SSL3 a5 Wy yialao
mkais server-config o o )L g default-config ;o |l G beosuSogis a5 ail aiils a>g5 Wb

oloduds

it (5515 30y S 951 g3l JUb s TV
0yblie 8,90 (0L SlaaldS a5 By s> Mande 0SSO ' Cons 45 sas e ylinedsl Forward Secrecy
.xu)@ﬁlqo’h\g‘w).asélﬁ%&qgfgﬁclpmlbl)o)y@lvdﬁlSFS KPR TEPREGE g g

' Integrity
¥ Session Key
¥ Perfect Forward Secrecy
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3,50 SSL S35 SliS 50y (ol Wiy cad olidl o bls 4 cogas a5 a5 Sloj aS casline oy ol
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ssl2ciphers )

Sloaslas o 3G LE &b sl a5 sl SSL2 Lg)LiS)'A) Lchoﬁ,:.lﬁill 3 L;..w..J Jolis eyl oyl
Syl ol 5l STacws Jled e aS el g ol canls cand (pl 10 u o Djgo 4 a5 oo 6
(N oo Sl 45) K50, opis, o) den a5 Cowl Zxo (lay 0gid oolawl (gai Sy B o
A ) 0lge Jald Sl )l pl 6l e polde aiis Jled

° rcid

. rcdexport

° rc?2

e rclexport

. idea

° des

. desede3

ssl3tlsciphers .Y

iloadlaz oo 31() LI 5 b 5las cawl TLS L/g SSL3 (5,550, (sboeis ;6351 5l ccd Jolis el o)
it 258 )lge Jold Jially cnl sl slre polie aiiivn Jled

e SSL _RSA WITH RC4 128 MD5

e SSL RSA WITH 3DES EDE CBC SHA

¢ SSL RSA WITH DES CBC_SHA

e SSL RSA EXPORT WITH RC4 40 MD5

e SSL RSA WITH NULL MD5

e SSL RSA WITH RC4 128 SHA

e SSL RSA WITH NULL_ SHA

L1y gon,S0 opl ddued 05,5 Bl YU candd 11 RCA wiile cars slapei 631 a5 aus cds Wb

I, Forward Security « 3 sl K, Jin glee 408 Slo; 59,4 cuiel sbaog o oo
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TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
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1. https://docs.oracle.com/cd/E18930 01/html/821-2432/gkyba.html

2. http://docs.oracle.com/cd/E18930_01/html/821-2433/create-ssl-
1.htmI#SJSASEEREFMANCcreate-ssl-1

3. https://docs.oracle.com/cd/E19798-01/821-1794/aeogl/index.html

4, http://www.aliok.com.tr/techposts/2011-06-04-using-your-ssl-certificate-on-glassfish-
3.html

5. http://blog.c2b2.co.uk/2014/11/disabling-sslv3-in-glassfish-41.html
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