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Exchange admin center
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PEITISEIONE

cormpliance managenmsant Select server; |WIN-OODMIPCTSPapalam| e
organization +Ssa e

HAME STATUS EXPIRES O
pre O

Micrasoft Dachange Server Auth Corfificate
mail now Micrasoft Exchange Valiel 82242021

Microscft Bxchange Server Auth Certificate

) WMENC Valid 9/20/2025 .
ribile t Exchange Server Auth Certificate
puitlic folders Status
abid

unified messaging Expires on: 7/27/2021

Fe
Servers

Assigned 10 services
hybrid

ShTP

100
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new Exchange certificate

This wizard will create a new certificate or a certificate request file.

You can either create a self-signed certificate or request a certificate from a certification

authority. Learn more... You can create a self-
signed certificate or request
a certificate from a

() Create a self-signed certificate certification authority.

Learn more

cancel

Home v

SSL 1S Jol e g9, ¥ JS&

Sy 1y Next o s g el asli 2165 (6l pb 6 b dw Cod o

new Exchange certificate

*Friendly name for this certificate:

Exchange2013Certificate

cancel
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new Exchange certificate

Request a wildcard certificate. A wildcard certificate can be used to secure all sub-
domains under your root domain with a single certificate. Learn more

*Root domain:

Db Cawlgs 4o Exchange 2013 (¢l 1, wildcard alsS  JSCo

PIsS o1 6l plsm o aS (559 Hlad) Hai 5,50 EXChANGE 55 s § 325 LS Browse (s,
AWIN-OQDMIIPCTSP Uiyl 10) S ol als canlg 13 30,5 0,055 jolate s |, (0 5

+ 7 .
new Exchange certificate

MAME WIN-OQDMIIPCTSP Mailbox, Client Access

m *Store certificate request on this server:

Microsgy
browse...

WMSVJ

NAME & | ROLE

T

‘ ok | ‘ cancel
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servers databases database availability groups virtual directories  certificates

e Exchange Certificate - Internet Explorer = || =] =
Select se ¥
Exch 3

new cxchange cen

+ 7 ’
Help
NAME ] _ Edit Domain
Specify the domains you wa

Microsof{ | ot Access type:
WMSVC ACCESS IOutIDok Web App (when accessed from the Internet)

Outlook Web App (when Specify the domains for the above Access type. Ensure that these match your current

Outlook Web App (when 3 configuration. Learn more...

OAB (when accessed from 'ggv.lnl:a'

OAB (when accessed from

Exchange Web Services (3

Exchange Web Services (3

Exchange ActiveSync (whe

‘ ok | | cancel
bac next cance
q0ms v |

IS el 505 ol it lagls sy Sy # S
90 LSy )5 b b ol 13 ActiveSync 5 EWS (OA (OAB OWA uiile sy (i 5]

SASTNEXE (59 o § 25 9l L magpoo 51 (S sl 1y U Gl S Jatd ol 55 357 1,8 oolic]
KWLy

3,lg SleMbl ¢ 2163 jgao 3STo0 5l By 0uS Gl ) NeXt e g 00,5 0)lg 1, 095 Slojlu Sledlsl
iy, (F el e ciiilas cllas oy 31 .aisl acsls cisllas o sols Canlgs o slaaials

Al asls 0g2g 215 oo 31 L3 el cpl Glil gl el>

(sl sl @alg g i ppdacasl sl ool ¢ Sl (o) 2T) T (i, 55 50
Py b = oSyl inico oKy (g Coglae ol = 55Vl 425 i = peandy ol)slex S| VL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir  £85-Y+A : uSals VONSYFYN Y 2 gty A5



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

Wiy S gl 20 oINS — LT i g 3 50
st gt

Select server:
+ S m

MNAME

new Exchange certificate

Specify information about your organization. This is required by the certification authority.
Learn more

Yo Y| “Organization name:
Microsoft Exch, |Ex1cha nge Server pro

WMSVC *Department name:
i
*City/Locality:
|Teh|an

*State/Province:

|CE nter

*Country/Region name:

||ran

cancel
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Selectserver: | &2 Exchange Certificate - Internet Explarer =|8] X
+ '. m & o Help
new Exchange certificate
NAME

m *Save the certificate request to the following file (example:

Microsoft Exchal | “Wmyservername\share\mycertrequest.REQ):
WMSVC [\WWIN-OQDMIIPCTSP\cS\AdminCert\mycertreq 1.t

You'll need to submit the contents of the file you entered to a certification authority.

After you receive the certificate file from the certification authority, you'll need to click
Complete in the Information pane to install it on your Exchange server. Learn more

back | | finish | | cancel |

®100% v |

QSQ‘; C,‘.,..J?)o J.lls a)?b 6“).:).“....0 u_:L?L'LI‘ A J&m
oy JB 0 Cwlgm o a5 0ed e cswlie Exchange Administration Center cwud o Jb>

<l (Pending request)

MAME STATUS EXPIRES OM s
Exchange2013Certificate Pending request ar232007
Microsoft Exchange Server Auth Certificate Vald 1272021

Microsoft Exchange Valid 872272021

WMSVC Valid 8/20/2026
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Marme | rmycertreql - Notepad

rycertreq File  Edit Format  View Help

————— BEGIMN MEW CERTIFICATE REQUEST-----

WMITEW]jCCAST CAQALJESMBAGALUE AuwIYXBh Lmxw 2 FeMQswCOYDM)QLDAT IYDE ¢
MBoGALUE CgwTRXhjaGFuZ2UgU2Yydmiy I HB vbzE PMABGALUE BruwG G Yocm FuMEw
DY DYQQILDAZDAWS BZXI xCz AJBENYBAY T AkLSMIIBI JANBekghk1GBwWaBAQE FAADC
AQEAMITBCgK CAQE ABT gBLyE JdVSz / 7+Bnawm IGMCqJd1rOjWwR fDQOP+OPR] feTgh
bIbQOvIhMkEPLObcgU Y q2senj@lkhak DKNHIer iTNmwR SK Jwagqnz FndhDuc Ak wvn
VWS kecdOdLepg2wk I JYIPT wPVMPITEDS w5 f8xcs uxlkoFv3CoWqbr98kpS7 f 1Rm
Wepc131TZyrqjin LCAAOS 13t+08nz 1 8p v Tk A5 f FoquiX2 LOMGCN ] x5 6z4H6 /ZNMF
5Gr932Ljb%mwSghit FfpdY 1835 LnpuE acEYPMS czofws LiCrpm15g9uP2hEfsd iV
mblg2¥Ua¥ A2qqkRE84rdyn 1Kz 2N5wbdnkKwCUNDYI DAQABeI IBpT AaBgorBgEEAYI S
DO T DM C Y uMLAS 0] A L Twa Y K WY BEAGCHxUUMY= 1w T BBOWwZYSLOLUSRRE 1]
SYBDYOMY Lm Ry 25 b 2Nhb Ay WO YBBMF xS UAET LFETUL JUEMUNYAKDC IM awh b 3w
ZnQuRxhjaGFuZ2Uul2¥ydml JZUhwe 3QuZXhIMHIGC L= GAQOBEjcNAgl x7DB1 AgEB
HLoATQBp AGMACgBwAHMAbWBmAHQ AL ABS AFMAQQAZAFMAWEB oAGE AbgBuAGUAbALD
AEMACEZB5 AHAADABwAGCAcgBhAHARS ABp AGMAT ABQAHT AbwB2AGK AZABL ART DA A
gagGCagGsIb300EID]GEBmjCBLz ACEgN YHOEB AT SE BAMCE a A AY DYR BRBFEWTAL]
Y XBhLmxw 2Fs ghl3awdtb3FkbWl pcGHENA ALY XBhLmxw 2Fs gh LBIXRwRGLzY 292
LRI XBhlmaeY 2Fs ggBx U4t T LFETULJUENUNY DAY DYRET AQH /BAIWADAIE g Y
HRAE FeU2 7 uxQeNvgyh Pw@c £ 2K oy + Bim Sww DOY I oZ Thwe NADE FEOADZgE BAT vy
meZiesSTvOUZ7 fOUKcleClzulOgqeXgzdUSOrMrUmxDp / /MNG+adE8R f yis JUBEEG
cBabiDjUdMEY Uu2jOwemATOd j ZnBrxawHm N gs s omUbe z CwmXrmK oUFTS JBWRELK
pHs1XU7paw23ga+CzeXTradTwI25 /s 2zn0pG5cz2 Fs DY QrnNDOY 7 L1 trbwdUpQE
£P dB0iXpE 8mY JGR2eMAqquHtdpQbKMRP LuxF47¥BGEy+ LYt Lhus /CFyCbIbudjtm
LEf5AdMA07iDzocxcECANQb eI IUxRUNdBUF2Gs 8T h16GcUU/EES8KBsBT gUCAAAS
pEEESrOKnubM7StejFo=

————— EMD MEW CERTIFICATE REQUEST-----

=
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S,k 5l Wilgs o0 SSL (2165 e 9 098 Jlu )l CA S a5 2165 Canlgsjo cpl a8 cewl (] (gow 8
220 delol abgy e Lad jo |, IS auS soliil cogas CA S 5l anles o el 31045 0lo CA
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@ga> CA jlExchange 2013 g1 SSL (215 o000 ¥

Iy sogar 2lsS jsuo 35 0 aS Cuwl S (EXchange Server 2013 jo SSL 258 suu S o) o
Culg> 0 Sl wslosls plouil cwys 4 1) L8 Ced a5 58l b awsS Gl gl sl @
oS 50 Ol Cowd ol o 1) IS dalol g oy le Ll s Exchange Server 2013 ¢l o2ls8

Active Directory Certificate Service i) (Guw s § wudd \—¥

s pll (gan S jekaie arl) s Jol e
.%9,» Add Roles and Features 4 ... 4 Server Manager « ol o

WELCOME TO SERVER MANAGER

0 Configure this local server

QUICK START

=

2 Add roles and features

ol B Add Raoles and Features Wizard = =

DESTINATION SERVER

Be-FO re }’OU beg in WIN-OCDMIIPCTS S apaocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Intallation Typse hasting a website,

Server Selection

Before You Begin

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The maost current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[] Skip this page by default

Lt 0,5 adlol oy 1)) S
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S ol | Active Directory Certificate Services as 35

| = Add Roles and Features Wizard = | B =
DESTINATION SERVER
SE|ect server rOIeS WIN-DOOMIPCTSP.apa.ocal
x
Select one or more roles to install on the selected server,
Roles Description
[BlActive Directory Certificate Services ~ Active D!lEElOly Certificate Services
Server Roles i . - - . (AD CS) is used to create
% - certification authorities and related

role services that allow you to issue
and manage certificates used in a
variety of applications.

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools
4 Active Directory Certificate Services Tools
[Tools] Certification Authority Management Tools

] [ | ]

Include management tools (if applicable)

|Add Featuns| | Cancel |

Active Directory Certificate Services _lsil:\Y S

S ol | Certification Authority Web Enrollment 4 Certification Authority slaas ;5

. DESTINATION SERVER
Role Services WIN-OQDMIIPCT5Papa.local

Credentials Select Role Services to configure
Role Services
Confirmation Certification Authority

Certification Authority Web Enrollment

[] Online Responder

[[] Metwark Device Enraliment Service

[ Certificate Enraliment Web Service

[[] Certificate Enrollment Policy Web Service

More about AD CS Server Roles

‘ < Previous. | ‘ Next > | | Configure | ‘ Cancel
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A8 ol | Enterprise a3

DESTINATION SERVER
Setu P Type WIN-OQDMIIPCT5P.apa.local

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
3} simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CAType certificates.

Private Key
h (®) Enterprise CA

G ALy Enterprise CAs must be domain members and are typically online to issue certificates or

CA MName certificate policies.

validity Period

vy O Standalone CA
Certificate Database Standal CAs can be bers or a woerkgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).
More about Setup Type
| < Previous. | | MNext > | | Configure | | Cancel

CA (!, Enterprise Jbol VF S

QS ol |y Root CA a8

DESTINATION SERVER

CA Type WIN-OQDMIIPCT5P.apa.local
Credentials Specify the type of the CA
Role Services

Setup Type When you install Active Directory Certificate Services (AD C35), you are creating or extending a
_ public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its

HES own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography ® Root CA

CA MName Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

validity Period

& O Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Canfirmation the CA above them in the hierarchy.
More about CA Type
| < Previous ‘ | Next > | | Configure | | Cancel |

Root CA bl Vo S
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DESTINATION SERVER

Private Key WIN-OQDMIIPCT5P.apa.local
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CAType (®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptograph
B () Use existing private key
CA Name Use this opticn to ensure continuity with previcusly issued certificates when reinstalling a CA.
Validity Period () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation

(1 Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

‘ < Previous. H Mext > | | Configure H Cancel
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DESTINATION SERVER

Cryptog raphy for CA WIN-OQDMIIPCT5P.apa.local

Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
caType [ Rsa#Microsoft Software Key Storage Provider [~][2048 [+]
fllvatelkey) Select the hash algorithm for signing certificates issued by this CA:
SHA256 ~
CA Name SHA384 H
Validity Peried SHAS12
Certificate Database SHAT
MO e

Confirmation

[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

| < Previous. || Next > | | Configure || Cancel
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DESTINATION SERVER

CA Name WIN-OQDMIIPCT5Papa.local
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
= be modified.
Private Key
Commeon name for this CA:
Cryptography
» apa-WIN-OQDMIIPCTSP-CA
CA me
Validity Period Distinguished name suffix:
Certificate Database DC=apa,DC=local
Confirmaticn

Preview of distinguished name:

CN=apa-WIN-DQDMIIPCT5P-CA DC=apa,DC=local

More about CA Name

| < Previous || Mext > | | Configure || Cancel

CA (ol ool Slsesl VA S

DESTINATION SERVER
Results WIN-OQDMIIPCT5Eapa.local

The following roles, role services, or features were configured:

4 Active Directory Certificate Services

Certification Authority o Configuration succeeded
More about CA Configuration

Results

| < Previous | | Next = | | Close | | Cancel
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I, “CertSrv” a=as IS manager oo 0,5 5L L el onls ools
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| B » WIN-OQDMIPCTSP » Sites b Default WebSte » CertSiv »

File  Wiew  Help

@5 Start Page
Y ‘é WAIN-0QDMIIPCTSP (ARAMA
L[} Application Pools

4|8 Sites
4 3 Default Web Site
p -] aspnet_client
b Autadiscover
B bin
b CertEnroll

fCertSrv Home

Filter: v W Go ~ %ShoWAII |Gr0up by Area

ASP.NET

L :
R =

MET MET
Authotizat.. Compilation Pages

9 A2

MET Trust
Levels Settings

JNET Error

MET Users  Application

NET MNET Profile  \MET Roles
Globalization

B
Connection  Machine Key  Pages and
Strings Controls

& Explore
Edit Permissions..,

Basic Settings...

Wiew Virtual Directories

Manage Application

Browse Application
Bironnrse *:80 (hitp)
Browrse 1443 (https)
Browse 127.0.0.1:80 {hitp)
Browse 127.0.0.1:443 thttps)

Advanced Settings...

@ Help

R & &

Microsnft:Senverd Providers  Session State SMTP E-mail

O&B
¥ owa
PowerShell

e | £ & 9 [0 B G
I & Exchange Back End 5 @ ==

Authentic... Compression  Default Directory  Error Pages

Docurment  Browsing
gl
&1 e

s
Failed Handler HTTR

Logging  MIME Types
Request Tra... Mappings Redirect

H = & §

Modules Output Request  S5L Settings

Features Yiew r..‘é Cantent Yiew

Respon..

IIS Manager o, o CertsSrv soaliv Y- S
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@ Microsoft Active Directony .. %

Microsoft Active Directory Certificate Services — apa-WIN-OQDMIIPCT5P-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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@ Microsoft Active Directory .. %

Microsoft Active Directory Cerlificate Senices — apa-WIN-OQDMIIPCTSP-CA

Request a Certificate

Select the certificate type:
User Cettificate

Or, submit an advanced certificate request.

lsS Celsi s Jlo )l Y IS

S o)l BB sleslaial b oalsS cunlssyo Jloyl jekaie 4y 1) pgo aiy 38

@' Microsoft Active Directory ..

Microsoft Active Directory Certificate Senices — apa-WIN-OQDMIPCT5P-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by
using a base-64-encoded PKCS #7 file.

BlsT Clg s L L)) YT S

Pl9S 98 Caond o g 0SS Hlai 0590 sl 0 9 0iS L NOtepad jo 1) 0g> 215 cunlgs o LB
Qo s Web Server « |
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@ Microsoft Active Directory ..,

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7
renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

pH=s1XU7paw23ga+CzeXTra8Twi25/22zn0gG5cz2]
Base-64-encoded |ZPA0DEpESmVIGRZeMAgquHt4p0bEMRP1uxP4TVEG ~
certificate request | LELSR4V40710zocxcECANObeI1UxRUnd0UF2Gs8TI
[CMC or pOEESrDEnubMTSt0jFo=

PKCS #10 or
PKCS #7):

Certificate Template:
Web Server

Additional Attributes:

Attributes:

5T Cely s L a bigy e oMbl 0 5 sy VF S

3,90 215 g am o ploul 1) a5 90 slob3ls  CA (] 5l o g 00,5 SIS Submit (gq, o5 50
Q23 oo )8 Ll HLesl jo oglils (gl 1y Hlas

Haome Share '
© = 4L » ThisPC » Downloads » Base 64 v ¢ [ sea
% Favorites Marme Date rodified Type
B Desktop i certnew.cer 8F 2372016 4:05 Ak Security

@ Microsoft Active Directory .. %

icrosoff Active Directory Cerificate Senices — apa-WIN-OQDMIPCTSP-CA

ertificate Issued

he certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

Download cerdificate
=4 Download cerificate chain

a0 SSL 2leS oglils :YO i
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s ks Ul s 8 cdl,s a5 yee 55 e 511, SSL alsS g ays S slmyl |, alsF cenlss o Syl 5l o
S ls 1, "Pending certificate request” >l 0 s

Gagpe e § g Servers -> Certificates ... 4, Exchange Administration Center (EAC) ,»

“Pending & ,g0 4 )] Cumdg 45) asS Gl WS su S ol sl 1, SSL calgs wualgs e aS

(&l request”

servers databases database availability groups virtual directories  certificates

Select serverr | WIN-OQDMIIPCTSP.apa.local i
+ W -
MAME STATUS EXPIRES OM -
Bxchange2013Certficate Pending request ar232m7
Valid &/23f20m7
Microsoft Exchange Server Auth Certificate Valid 12772021
Microsoft Exchange Walid 872272021
Valid 8/23/2021
WMSVC Valid 8/20/2026

Exchange 2013 ,» Pending certificate request :Y# &

2SS SIS Complete g ouls azeios pending request g, » S 0,5 JolS jolaie 4
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Exchange2013Certificate

Certification authority-signed certificate
Issuer: C=IR, 5=Center, L=Tehran, O=Exchange Server pro, OU=IT,
CMN=apa.local

Status

Pending request
Expires on: 8/23/2017

Complete

Assigned to services
NONME

pending request 5,5 oS :YY S

A&S&:.KOK‘_gg)MjAJ.S;))‘BBCAJQM?‘OM)OMSQ‘;QJay)AUNC).;U.M.o

complete pending request

This will import the certificate file that you received from the certification
authority. After it's imported, you can assign this certificate to various Exchange
services, Learn more

*File to import from (example: Y\server\folder\MyCertificate.CER):
WWIN-QODMIIPCTSP\cS\AdminCerticertnew.cer

cancel

100 v
Gm‘,f b o ol YA S
(sl stwial @alsn g bag vl (gl sl ¢ Sy o Sloy ) LT ooy 3 50

Py Ao = oS ol ko oKy pdngy Cglas el = gVl dagS (s = pandy ol oz | SVL - ol
Web: https://apa.aut.ac.ir - Email: autcert@aut.ac.ir £5¥5+ YA : uSal VOAFYFYY Y & s oS



mailto:autcert@aut.ac.ir
https://apa.aut.ac.ir/

Wiy S gl (iiu0 KGNS — LT (g 39 3 50

Sygo A Cordg 45 WS 0 odolive EAC aman 4 cutF 5L L s psil s o 4 Jol e cplaS Sloj
LS oy “Valid”?

servers databases database availability groups virtual directories  certificates

Select server: |WIN-(K1DMIIPCT5P.apa.IocaI hd
+/sme -
MAME STATUS EXPIRES OM -
Valid 8/232007
Exchange2013Certificate Valid 8/232013
Microsoft Exchange Server Auth Certificate Valid TF2T2021
Microsoft Exchange Valid 872272021
Valid 8/23/2021
WMEVC Valid 8/20/2026

SSL (o2ls5 091 yuiae (YA S

QS cuatie Exchange 2013
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Ol slp SSL a5 a5 05,5 5,15 oS cwyiws slp |y asals o6 S Lt (Exchange 2013 (sl
O RV FESI - DRN TN RPN

Lot (31 003 g5 (8155 Cely 0 o5 olr 5o sl s 53 (8195 aliiyo (35 JulS 3l
DS 3)ly p Sl L s slayg e 4 g 035 EliFnl Hoym il (alsS wle e

SSL 2ls5 a5 (5,9, 9 2ug, Servers -> Certificates ... 4, Exchange Administration Center ,»

(13

S ol | Export Exchange Certificate as 33 9 ossS SIS (more)

+ /0 e -

NAME x
T Export Exchange certificate i
Exchange 2013 Certif -
Export Exchange certificate
Microzoft Exchange Ser
_ s Import Exchange certificate o]
Microsoft Exchange o
Import Exchange certificate
WhISVC

Exchange /g3 ouisS cyg,m Ve IS

P15 il Gl jeme 30y (uizmen g (8195 (S5lwe S slp ]y (ob eimen 9 e UNC e SO
sl plasl 4 1, IS 5 ool ploxil | e (3L S o
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Help
export Exchange certificate

This wizard will export the "Exchange2013Certificate” certificate to a file, along with its
private key. You must protect this file with a password. Learn more

*File to export to (example: V\server\folder\MyCertificate PFX):
[\\WIN-OQDMIIPCTSP\c$\AdminCert\certexport.pfi |

*Password:

‘ ok | ‘ cancel

A -

00 0dwsS O9r GM; LS}L‘“ 0y 6‘)-.’}..““‘ ol ¥ S

S ol |, Import Exchange Certificate au 35 asss ol g 08 50 1, “more” ol o,bgo

+ /@ e -
NAME x E
Microzoft Exchange S¢
Export Exchange certificate
Microsoft Exchange 3
¥ Import Exchange certificate @
WSV 1

Import Exchange certificate

Exchange ;o SSL _ls3 < (0,5 o,y ¥V IS
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import Exchange certificate

This wizard will import a certificate from a file. Learn more
*File to import from (example: \\server\folder\MyCertificate.CER):
[\\WIN-OQDMIIPCTSP\C§\AdminCert\certexport pfx

This file may be password protected.
Password:

cancel

EH00% -
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Help
import Exchange certificate

*Specify the servers you want to apply this certificate to. Learn more

_______

NAME -
You can apply the

WIN-OQDMIIPCTSP.apalocal certificate to one or more

SEMVETS.

oyl 4 SSL alss 40,5 5,ly jskaie 4 Exchange (sl gy ol ¥ S

Sy plasl 4y )5 b auS” SIS Finish s, 5

Sy 4 SSL alsS Clanl b 1) )15 ol o beds s )8 a8lal jg,m a0 1) oalsS asol 51 am
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Exchange Server 2013 50 b g sw 4 SSL (B8 & wlaid! Y

G g sl 5055 & g0 a4y (anl ool cual Exchange 2013 (g5, » SSL 2ls5 S a5 Sl
L IMAP [POP (ActiveSync etc Outlook Anywhere OWA l,) IS sle Exchange calisee

£S5

& bl a5 5,9, 9 g, Servers -> Certificates ,... 4 Exchange Administration Center ,o

Gl s b asl Valid sl olsF oy byl ) oS bl | o o] 4 SSL _alsS olazs]

Sy plel 1) >l ye
recipients servers databases database availability groups  virtual directaries  certificates
permissions
compliance management Select server: |WIN-0QDMIIPCT5P.apa.IocaI v
organization + 708 -

. NAME STATUS EXPIRES ON -

protection

Valid 8/23/2017

mail flow Exchange2013Certificate Valid 8/23/2018

bil Microsoft Exchange Server Auth Certificate Valid /2772021

mabile

Microsoft Exchange Valid 8/22/2021

public folders Valid AL

WMSVE Valid £/20/2026

unified messaging
SErvers

hybrid

tools

Exchange 2013 (g5, yxe SSL (slo 258 connd cvolice YO S
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DS Ol | Services e g oS SIS edit (ST (s,

servers databases database availability groups virtual directories  certificates

Exchange2013Certificate

general

- Specify the services you want to assign this certificate to. Learn more
» services STe

[ Microsoft Exchange Unified Messaging

[ Unified Messaging Call Router

IMAP

POP

153

cancel

E100% v

Exchange 2013 (sl yuy g & olatl jglaie 4y SSL 2le8 (g0iu,Sn (il g X JSo

DS S Save (gg; g 9SGl |y 09h cuaiie Ll 4 SSL alsS b Lled a1, pola g e
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General | Details | Certification Path

Lﬂ' Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remoke compuker

Issued to:  apa.local

Issued by: apa-WIN-OQDMIIPCTSP-CA

valid from 5/23/2016 to 8/23/2015

Irskall CertiFicate...| | Issuer Statement |

IE )f)sro 5° (SQ‘; odline Y'Y Jiw
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http://exchangeserverpro.com/exchange-server-2013-ssl-certificates/

N

https://support.office.com/en-us/article/ Add-an-SSL -certificate-to-Exchange-2013-
976c080c-fdal-400d-97f4-5b65991cdf4e#BK Request

http://exchangeserverpro.com/create-ssl-certificate-request-exchange-2013/

http://exchangeserverpro.com/exchange-2013-ssl-certificate-private-certificate-authority/

http://exchangeserverpro.com/exchange-2013-complete-pending-certificate-request/

http://exchangeserverpro.com/exchange-2013-ssl-certificate-export-import/

http://exchangeserverpro.com/exchange-2013-assign-ssl-certificate-to-services/
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http://www.careexchange.in/how-to-install-certificate-authority-on-windows-server-2012
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