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OpenSSL 1.0.1k 8 Jan 2015 OpenSSL
built on: Thu Dec 3 18:28:10 2015
Server version: Apache/2.4.10 (Debian) Appache
Server built: Aug 12015 21:26:38
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[etc/apache2/mods-enabled/ssl.conf

[etc/apache2/sites-enabled/default-ssl.conf

[etc/apache2/sites-enabled/default.conf
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SSLProtocol all -SSLv2 -SSLv3
SSLHonorCipherOrder on
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SSLCipherSuite
HIGH:EECDH+ECDSA+AESGCM:EECDH+aRSA+AESGCM:EECDH+ECDSA+SHA
384:EECDH+ECDSA+SHA256:EECDH+aRSA+SHA384:EECDH+aRSA+SHA256:EE
CDH+aRSA+RC4.EECDH:EDH+aRSA:RC4:'"aNULL:'eNULL:'LOW:!I3DES:!MD5:!E
XP:IPSK:ISRP:IDSS:!'RC4:'MEDIUM

ctcipher iurl OF 15l & 55 4S5 e (Stronglarea/ sb) ol Url G as S 53 sumws &l

DS Joe 5 Ssea LLLAS oslital cpl

<Location "/strong/area">
# but https://hostname/strong/area/ and below
# requires strong ciphers

SSLCipherSuite
HIGH:EECDH+ECDSA+AESGCM:EECDH+aRSA+AESGCM:EECDH+ECDSA+SHA
384:EECDH+ECDSA+SHA256:EECDH+aRSA+SHA384:EECDH+aRSA+SHA256:EE
CDH+aRSA+RC4:EECDH:EDH+aRSA:RC4:1aNULL:!eNULL:!LOW:!3DES:!MD5:IE
XP:IPSK:ISRP:IDSS:IRC4:!MEDIUM</Location>
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apt-get upgrade openssl
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:> S etc/apache2/mods-enabled/ssl.conf/

SSLUseStapling On
SSLStaplingCache shmchb:/tmp/ssl_stapling(32768)

SSLStaplingResponder Timeout 5
SSLStaplingReturnResponderErrors off
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‘ SSLCACertificateFile /etc/ssl/ca-certs.pem
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cd /etc/ssl

wget -O - https://www.startssl.com/certs/ca.pem
https://www.startssl.com/certs/sub.classl.server.ca.pem | tee -a ca-certs.pem> /dev/null
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a2enmod headers

o3l> i3 VirtualHost &5 51 05,0 5 Le default-ssl.conf s S LG s ol sl 3 Al romen

:Dj,.ja

‘ LoadModule headers_module /usr/lib/apache2/modules/mod_headers.so ‘

25 S wlsl<VirtualHost *:443> G 05,5 55 b b s

‘ Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains" ‘
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> S wlsl fetc/apache2/sites-enabled/default.conf LG ;s a3 S 51 3

ServerName example.com

Redirect permanent / https://example.com/
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Header set Public-Key-Pins "pin-
sha256=\"kl023nT2ehFDXCfx3eHTDRESMz3asjlmuO+4aldjiuY=\"; pin-
sha256=\"633It352P KRXbOwf4xSEalM517scpD3I5f79xMD9r9Q=\"; max-age=2592000;

includeSubDomains"




4

e T s pms 9y 2 SSLITLS ppel gy Sy (50528 ‘e;% ef_e:)

it

[1]. https://httpd.apache.org/docs/2.4/ssl/ssl_howto.html
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